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63. Saar Drimer, Tim Güneysu, and Christof Paar. DSPs, BRAMs and a Pinch of Logic: New

Recipes for AES on FPGAs. IEEE Symposium on Field-Programmable Custom Computing
Machines (FCCM), 0:99–108, 2008.

64. Morris Dworkin. Recommendation for Block Cipher Modes of Operation: The CCM
Mode for Authentication and Confidentiality, May 2004. http://csrc.nist.gov/
publications/nistpubs/800-38C/SP800-38C_updated-July20_2007.
pdf.



362 References

65. Morris Dworkin. Recommendation for Block Cipher Modes of Operation: The CMAC Mode
for Authentication, NIST Special Publication 800-38D, May 2005. http://csrc.nist.
gov/publications/nistpubs/800-38D/SP-800-38D.pdf.

66. Morris Dworkin. Recommendation for Block Cipher Modes of Operation: Galois Counter
Mode (GCM) and GMAC, NIST Special Publication 800-38D, November 2007. http:
//csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf.

67. H. Eberle and C.P. Thacker. A 1 GBIT/second GaAs DES chip. In Custom Integrated Circuits
Conference, pages 19.7/1–4. IEEE, 1992.

68. AES Lounge, 2007. http://www.iaik.tu-graz.ac.at/research/krypto/
AES/.

69. eSTREAM—The ECRYPT Stream Cipher Project, 2007. http://www.ecrypt.eu.
org/stream/.

70. The Side Channel Cryptanalysis Lounge, 2007. http://www.crypto.
ruhr-uni-bochum.de/en_sclounge.html.

71. Thomas Eisenbarth, Sandeep Kumar, Christof Paar, Axel Poschmann, and Leif Uhsadel. A
Survey of Lightweight Cryptography Implementations. IEEE Design & Test of Computers
– Special Issue on Secure ICs for Secure Embedded Computing, 24(6):522 – 533, Novem-
ber/December 2007.

72. S. E. Eldridge and C. D. Walter. Hardware implementation of Montgomery’s modular mul-
tiplication algorithm. IEEE Transactions on Computers, 42(6):693–699, July 1993.

73. T. ElGamal. A public-key cryptosystem and a signature scheme based on discrete logarithms.
IEEE Transactions on Information Theory, IT-31(4):469–472, 1985.

74. C. Ellison and B. Schneier. Ten risks of PKI: What you’re not being told about public
key infrastructure. Computer Security Journal, 16(1):1–7, 2000. See also http://www.
counterpane.com/pki-risks.html.

75. M. Feldhofer, J. Wolkerstorfer, and V. Rijmen. AES implementation on a grain of sand.
Information Security, IEE Proceedings, 152(1):13–20, 2005.

76. Amos Fiat and Adi Shamir. How to prove yourself: practical solutions to identification and
signature problems. In CRYPTO ’86: Proceedings of the 6th Annual International Cryptol-
ogy Conference, Advances in Cryptology, pages 186–194. Springer, 1987.

77. Federal Information Processing Standards Publications — FIPS PUBS. http://www.
itl.nist.gov/fipspubs/index.htm.

78. Electronic Frontier Foundation. Frequently Asked Questions (FAQ) About the Electronic
Frontier Foundation’s DES Cracker Machine, 1998. http://w2.eff.org/Privacy/
Crypto/Crypto_misc/DESCracker/HTML/19980716_eff_des_faq.html.

79. J. Franke, T. Kleinjung, C. Paar, J. Pelzl, C. Priplata, and C. Stahlke. SHARK — A Realizable
Special Hardware Sieving Device for Factoring 1024-bit Integers. In Josyula R. Rao and Berk
Sunar, editors, CHES ’05: Proceedings of the 7th International Workshop on Cryptographic
Hardware and Embedded Systems, volume 3659 of LNCS, pages 119–130. Springer, August
2005.

80. Bundesamt für Sicherheit in der Informationstechnik. Anwendungshinweise und Inter-
pretationen zum Schema (AIS). Funktionalitätsklassen und Evaluationsmethodologie für
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88. Tim Güneysu, Timo Kasper, Martin Novotny, Christof Paar, and Andy Rupp. Cryptanalysis
with COPACOBANA. IEEE Transactions on Computers, 57(11):1498–1513, 2008.

89. S. Halevi and H. Krawczyk. MMH: message authentication in software in the Gbit/second
rates. In Proceedings of the 4th Workshop on Fast Software Encryption, volume 1267, pages
172–189. Springer, 1997.

90. D. R. Hankerson, A. J. Menezes, and S. A. Vanstone. Guide to Elliptic Curve Cryptography.
Springer, 2004.

91. M. Hellman. A cryptanalytic time-memory tradeoff. IEEE Transactions on Information
Theory, 26(4):401–406, 1980.

92. Shoichi Hirose. Some plausible constructions of double-block-length hash functions. In
FSE: Fast Software Encryption, volume 4047 of LNCS, pages 210–225. Springer, 2006.

93. Deukjo Hong, Jaechul Sung, and Seokhie Hong et al. Hight: A new block cipher suitable
for low-resource device. In CHES ’06: Proceedings of the 8th International Workshop on
Cryptographic Hardware and Embedded Systems, pages 46–59. Springer, 2006.

94. International Organization for Standardization (ISO). ISO/IEC 15408, 15443-1, 15446,
19790, 19791, 19792, 21827.

95. International Organization for Standardization (ISO). ISO/IEC 9796-1:1991, 9796-2:2000,
9796-3:2002, 1991–2002.

96. International Organization for Standardization (ISO). ISO/IEC 10118-4, Information
technology—Security techniques—Hash-functions—Part 4: Hash-functions using modular
arithmetic, 1998. http://www.iso.org/iso/.

97. D. Kahn. The Codebreakers. The Story of Secret Writing. Macmillan, 1967.
98. Jens-Peter Kaps, Gunnar Gaubatz, and Berk Sunar. Cryptography on a speck of dust. Com-

puter, 40(2):38–44, 2007.
99. A. Karatsuba and Y. Ofman. Multiplication of multidigit numbers on automata. Soviet

Physics Doklady (English translation), 7(7):595–596, 1963.
100. Ann Hibner Koblitz, Neal Koblitz, and Alfred Menezes. Elliptic curve cryptography: The

serpentine course of a paradigm shift. Cryptology ePrint Archive, Report 2008/390, 2008.
http://eprint.iacr.org/cgi-bin/cite.pl?entry=2008/390.

101. Neal Koblitz. Introduction to Elliptic Curves and Modular Forms. Springer, 1993.
102. Neal Koblitz. The uneasy relationship between mathematics and cryptography. Notices of

the AMS, pages 973–979, September 2007.
103. Neal Koblitz, Alfred Menezes, and Scott Vanstone. The state of elliptic curve cryptography.

Des. Codes Cryptography, 19(2-3):173–193, 2000.
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