A database, 163

Access control EC entrepreneurs, 746
authentication, 489 international marketplace, 164
authorization, 488 My Alibaba, 163
biometric systems, 489 role, B2B, 162
definition, 488 services, buyers and suppliers, 163
user identification, 488 suppliers, 162

Activity-based filtering, 418 Taobao, 162

Address verification system (AVS) tools and resources, 163
cardholders, 528 Alipay, 162, 163, 548
detects fraud, 528 Amazon.com
false positives, 528 annual sales, 105

Administrative controls, 498 benefits, 561

Ads as a commodity, 441 1-Click, 105

Advergaming (in-game advertising), 435 description, 559

Advertising strategies and promotions features, 104
and affiliate marketing, 440 international customers, 106
choose-your-own-ad format, 441-442 logistics services, 560
Facebook, 443-444 Mechanical Turk, 104
life cycle process, 443-444 payments
live web events, 442 for businesses, 549
localization, 442-443 for consumers, 549
paying people to watch Ads, 441 kindle checkout system, 547
permission, 440 m-payment, 547
personalized Ads, 441 personalized services, 104
revenue model, 441 and success, 106
selling space by pixels, 441 support services, 104

Ad views, 425 “virtual retailing”, 560

Affiliate marketing Web 2.0 social shopping features, 105
performance-based-marketing, 440 Angel investor, 732, 737, 739
vendor’s logo, 440 Antivirus tools, 493

Affiliate networks, 440 AR. See Augmented reality (AR)

Agency costs, 662, 681 Ariba, Inc., 176, 178, 185, 198, 203

Alibaba.com Ask Jess virtual assistant, 81
Alibaba.com Escrow Service, 163 Attention-interest-desire-action (AIDA) model, 408—409
Alipay, 163 Attractors, 742
buyers, 162 Augmented reality (AR)
cloud computing and infrastructure, 163 chat rooms and forums, 436
community services, 163—164 definition, 83
competition, 164 IKEA, 83
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Augmented reality (AR) (cont.)
Net-a-Porter, 83
virtual dressing rooms, 436
Authentication
and non-repudiation, 470
passwords, 489
two-factor, 489
verification, user’s identity and access rights, 489
voice, 489
Authorization
bitcoin, 546
e-check payments, 534, 536
EIPP, 544
human error, 467
processing cards online, 526-528
provision of permission, 469
stored information, 485
stored-value card, 531
Automated clearing house (ACH) network
B2B payments, 545
B2B transactions, 543
e-checks, 544
fedwire/wire transfer, 544
U.S. Government Accountability Office, 535
Automated question-answer (Q&A) system, 233-234
Availability, 470, 484-485, 495
Avatar
American TESOL, 81
Jetstar Airline, 81
names, 81
AVS. See Address ification system (AVS)

B
Back end, 57, 58
Baidu (Chinese language Internet search provider)
awards, 754
revenues, 753-754
success strategies, 753
Banking Trojan, 474
BankWest of South Dakota, 509-510
Banner exchanges, 427
Banners
ads, 427
benefits and limitations, 427
description, 426
disadvantage, 427
exchanges, 427
live, 427
personalized, 427
pop-up, 427
random, 427
sizes and types, 427
static, 427
swapping, 427
Banner swapping, 427
Bartering (e-bartering), 72-73
Bartering exchange, 72, 73, 185
B2B2C. See Business-to-business-to-consumer (B2B2C)
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B2B EC. See Business-to-business e-commerce
(B2B EC)
B2B e-marketplaces and services
many-to-many (public), 165
one-to-many and many-to-one (private), 165
supply chain improvers and collaborative commerce,
165-166
B2B exchanges
advantages, limitations, and revenue model, 189
dynamic pricing, 189
functions and services, 186-187
ownership, 187-188
B2B marketing, 195-197
B2B payments
dollar values, 542
EIPP, 542-545
financial supply chain, 544
and intra-country payments, 545-546
B2B portals
corporate portals, 191
directory services and search engines, 191-192
myboeingfleet.com, 190
Behavioral marketing
collaborative filtering, 417
customer database, 418
social psychology and morphing, 418
targeting, 417
Behavioral targeting
collaborative filtering, 417
consumer browsing information, 417
interest-based advertising, 417
BIA. See Business impact analysis (BIA)
Biometrics
authentication, 489
and smartphone marketing, 423
Biometric systems
authentication, 489
behavioral traits, 489
facial recognition, 489
identify, 489
retinal scan, 489
signature recognition, 489
thumbprint/fingerprint, 489
types, 489
voice ID, 489
Bitcoin
advantages, 545-546
banking regulators, 546
biocoins, 546
bypasses banks and regulations, 546
and digital currencies, 524, 525
digital currency, 545
exchange, 546, 547
illegal activities, 545
litecoin, 546
magazine, 546
mining, 545
peer-to-peer and encrypted digital currency, 522
public and private keys, 545
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taxation, 545-546
trading, 545
universal currency, 546
valuation, 545
wallet, 546
Blue Nile Inc. description, 59-60
discounts, 59
net income, 59
success factors, 59
Bluetooth, 269
Bluetooth low energy (BLE), 537
Botnets
computer robot, 475
and DosS, 461
home appliance, 475
perform unauthorized attacks, 475
zombie army, 475
Branas Isaf
bids, 182
competitive advantages, 182
e-tendering, 182
group reverse auctions, 183
Brick-and-mortar retailer, 112
Brick-and-mortar (old economy) vs. digital company, 23
Broker, 63
Business case
advantages, 738
cost-benefit elements, 738
templates, 738
Business continuity plan, 500, 501
Business environment and performance impact model, 28
Business ethics, 691-692
Business impact analysis (BIA), 502
Business models. See also E-tailing business models
Amazon.com, 736
Baidu, 753-754
classification, 34
components, 31, 32
description, 320, 735
functions, 33
group purchasing, 34
marketplaces and exchanges, 33
online direct marketing, 33-34
revenue models, 32-33
and social networking, 78
tendering systems, 34
value proposition, 32, 33
viral marketing, 34
Business networks
definition, 368
types, 369
Business-oriented public social network, 75-76
Business-oriented public social networking
entrepreneur networks, 371
Google, 370
LinkedIn, 370
Network of Entrepreneurial Women, 370
Ryze, 370
Business plan, 737
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Business pressures, 29, 30
Business process management (BPM), 617-618
Business process reengineering (BPR), 617
Business social networks, 368—369
Business-to-business (B2B), 11
Business-to-business e-commerce (B2B EC).
See also B2B exchanges

Alibaba Group (see Alibaba.com)

benefits and limitations, 170-171

business drivers, 165

collaboration networks and supply chain

facilities, 198

Commonwealth of Pennsylvania, 175

components, 167-168

‘Dell PremierConnect’, 165

distributors, 64

e-auctions, 173-174

e-marketplaces and services, 165-166

marketing, 195

marketing and advertising, 197

online advertising and marketing, 197

organizational buyer behavior, 196

payments, 198

portals and directories, 190-192

PRM, 170

procurement (see E-procurement)

sell-side e-marketplace (see Sell-side e-marketplace)

service industries online, 168—-170

size and content, 166—168

standards and RosettaNet, 198

types, 165, 166

Web 2.0 and social networking, 192-195
Business-to-business-to-consumer (B2B2C), 11
Business-to-consumer (B2C)

definition, 11

Etsy (see Etsy, online marketplace)

event shopping, 113

models and retailing, 113

social shopping, 113
Business-to-employees (B2E), 11
Button, 425
Buy-side e-marketplace, 60, 180-181

C
CAN-SPAM Act, 498-499
Card verification number (CVN), 529
CAs. See Certificate authorities (CAs)
Caterpillar, Inc., 240
CEMEX
“Construction for the 21st Century”, 366
Enterprise 2.0 platforms, 366
internal private social collaboration platform,
shift, 366
Mexico-based global building, 366
private in-house social network, 366
‘Web 2.0 tools, 366
workforce, 366
Certificate authorities (CAs), 491, 493
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Change management and SOP model, 581
creation, autonomous division, 675-676 and VICS, 582
meaning, 675 Collaborative portals, 191
options, 675 Collaborative website, 743
and organizational structure, 681 Collective intelligence (CI), 386
Changing business environment, 28 Common vulnerabilities and exposures (CVE), 469
Channel conflict, 146 Commonwealth of Pennsylvania, 175-176
“China’s Google”. See Baidu (Chinese language Internet ~ Communal shopping, 322
search provider) Community marketing, 198
CI. See Collective intelligence (CI) Company-centric EC, 165
CIA security triad (CIA triad), 484 Compass Group
Ciphertext, 490 annual revenue, 209-210
Cipriani’s multidimensional presentation description, 209
business processes, evolution, 346, 347 regional managers, 210
CRM vs. SCRM, 347, 348 success, 210
customer service, 350 training, regional managers, 210
evolution, technology, 348, 349 Computer Fraud and Abuse Act (CFAA), 709-710
Get Satisfaction, 349 Confidentiality, 485, 495
landscape, 346, 347 Consortium trading exchange (CTE), 188
managerial issues, 351-354 Consumer behavior online
organizational mindset, SCRM, 349, 350 businesses, 405
reputation management system, 351 consumer (personal) characteristics, 406
social customer service and CRM, 349-350 EC systems, 407
Twitter, 350-351 environmental factors, 407
Cisco WebEx Social, 390 hygiene factors, 407
Clarion Malaysia, 239-240 individual, 405
Click (ad click), 425 market researchers, 405
Click-and-mortar (click-and-brick) companies, 13 merchant and intermediary-related factors, 406
Click-and-mortar retailer, 112 motivational factors, 407
Clickstream behavior, 421 organizational buyers, 405
Clickstream data, 422 product/service factors, 407
Click-through rate/ratio (CTR), 425 purchasing decision process, 408—409
Cloud-based security, 493 vendors understand, 405
Cloud computing, 670-671 Consumer (buyer) protection
Code of ethics, 693-694 authentication, 711
Coin (“All in One” Credit Card), 546 CFAA, 709-710
Collaboration hub (c-hub) electronic signature, 711
c-commerce, 237-238 FBI Internet Crime Complaint Center (IC3), 707
definition, 237 fraud detecting systems, 711
Collaborative commerce (c-commerce) FTC, 707
barriers, 240-241 organizations/agencies, 707-708
channel conflict elimination, 240 third-party assurance services, 708-709
collaboration hub (c-hub), 237-238 Consumer-to-business (C2B), 11
definition, 10 Consumer-to-consumer (C2C) EC
design cycle time reduction, 239-240 auctions, 241
elements and processes, 236237 classified ads, 242
essentials, 236 definition, 11
retailer-supplier collaboration, 238-239 file-sharing utilities, 242
transportation and inventory costs, 239 personal services, 242
VMI (see Vendor-managed inventory (VMI)) selling and buying, 241
Collaborative filtering social networks, 243
characteristics, 417 Contact card, 530
customer database, 418 Contactless (proximity) card, 530, 537
legal and ethical issues, 418 Content-based filtering, 417
proprietary formulas, 417 Content management
Collaborative planning, forecasting and replenishment catalog content, 748-749
(CPFR) definition, 748
description, 581 software, 748
factors, 581 Context-aware computing, 286

sell-side/buy-side marketplaces, 581 Conversion rate, 416, 425
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Cookies
data collection, 416
and web bugs, 421
Copyright
definition, 694
infringement and protection, 694—-695
piracy and Chinese government, 690
violation on internet, 691
Copyright infringement, 694—-695
Corporate/enterprise ethics. See Business ethics
Corporate (enterprise) portal
applications and issues, 191
customer portals, 191
digital enterprise, 23
directory services and search engines, 191-192
employee portals, 191
executive and supervisor portals, 191
functionalities, 191
mobile portals, 191
suppliers and partners, 191
Corporate social networks, 371
Cost-benefit analysis, 500, 650
Cost-plus, EC strategy, 613-614
CPFR. See Collaborative planning, forecasting and
replenishment (CPFR)
CPM (cost per mille, i.e., thousand impressions), 425
Cracker, 468
Craigslist
concerns, 77
description, 7677
popularity reasons, 76
Credit card reading
description, 526
image readers, 527
mobile readers, 527
portable card readers, 527
stationary card readers, 527
CRM. See Customer relationship management (CRM)
CRM 2.0, 343, 346, 349
Cross-selling, 748
Crowdfunding, 739
Crowdsourcing
benefits, 85-86
collective intelligence, 385
community, 385
elements, 84, 85
hypios, 387
and Kickstarter, 387
models, 386
process, 84-85
social gaming, 84
systems, representative, 386387
uses, EC, 86
Crutchfield goes mobile
BizRate’s “Circle of Excellence Platinum” award, 539
Canadian call center and Web, 539
description, 538-539
electronic products, 539
MasterPass™, 541-542
mobile payment, 540
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mobile technology, 539
mPOS transactions, 540-541
PayPal Mobile Express Checkout, 539
ROI, 539
Usablenet Inc., 539-540
CTI. See Cyber threat intelligence (CTI)
Customer loyalty
company’s competitive advantage, 410
cost savings and increased revenue, 410
description, 410
e-loyalty, 410411
Membership Octopus, 410
programs, 410
social networking, 410
Customer relationship management (CRM), 755
benefits, 344-345
components, 343
definition, 343, 755
iRobot, 345-346
methods and guidelines, 343-344
Qantas Airways, 342
“United Breaks Guitars”, 342
Customer shopping mechanisms
electronic malls, 61
intermediaries, e-marketplaces, 63
web (information) portals, 62—64
webstore, 61-62
CVE. See Common vulnerabilities and exposures (CVE)
CVN. See Card ification number (CVN)
Cyber attack
firewalls, 494—495
honeynets and honeypots, 496497
IDS, 495-496
Cyberbashing, 697
Cyberbullying, 707
Cybercrimes
costs, 465
cracker, 468
definition, 467-468
hacker, 468
Cybercriminal, 468, 469, 471, 481, 493
Cyber threat intelligence (CTI), 502
Cyberwars
attacking information systems, 461-462
corporate espionage, 462
and cyberespionage, 461
cyberwarefare, 461
political espionage and warfare, 462-463
U.S. government, 500

D

Darknet, 464

Data breach (leak), 465, 467, 484

Defense side EC systems
computing systems, data flow and EC transactions, 487
disaster preparation, business continuity and risk

management, 487

general, administrative and application controls, 487
implementing enterprisewide security programs, 487
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Defense side EC systems (cont.)
networks, 487
penetration test (pen test), 487, 488
social engineering and fraud, protection, 487
vulnerability assessments, 487488
Dell’s World-Class Supply Chain
direct-to-consumer and configure-to-order, 576
segmented supply chain, 576-577
Del Monte pet products
consumer behavior, 405
corporate IT department, 404
global food industry, 404
pet food, 404
product cycle time, 405
segment of dog owner community, 404
Snausages Breakfast Bites, 404
social media, 404
Denial-of-service (DoS) attack, 474-475
Department of Homeland Security (DHS)
cybercop portal, 460
cyber security preparedness, 460
National Cyber Alert System, 460
NCRCG, 460
U.S.-CERT Operations, 460
Design-and-host service. See Storebuilder service
Desktop purchasing, 183
Desktop search, 65
Detection measures, 470
Deterring measures, 486
Development strategies, EC projects
advantages and limitations, ready made packages, 669
cloud computing, 670-671
insourcing, 669
options and selection, 671-672
outsourcing, 670
SAAS, 670
websites, 667
DHS. See Department of Homeland Security (DHS)
Digital (virtual) currency
Bitcoin, 525
description, 524
Game Playing Currencies, 525
Linden Dollars, 524-525
Digital customer. See Social (digital) customer
Digital divide, 713
Digital economy
characteristics, 21, 22
sharing economy, 21-22
social impact, 22
Digital enterprise
characteristics, 22-23
corporate portal, 22
definition, 22
smart computing and integrated expertise, 23—24
Digital envelope, 492, 493
Digital products, 57
Digital revolution and society
disruptive impacts, 26
examples, 24-26
social customers, 2627
Digital rights management (DRM), 696

Index

Digital signature, 470, 485, 491-493
Direct marketing
e-tickets, Airlines, 116
by mail-order companies, 111-112
by manufacturers, 110
Direct materials, 168
Disaster recovery plan, 500
Disintermediation, 59, 145, 146, 171
Disney’s funding, Chinese pirates
56.com site, 689-690
copyright violation, Internet, 691
kankan.56.com, 690
Steamboat Ventures, 690
Viacom v. YouTube litigation, 690
Distance learning
description, 221
e-learning via robots, 222
virtual universities, 222
Distribution resource planning (DRP), 581
DMZ architecture, 494, 495
Documentary credit, 545
Domain name
definition, 746
essentials, 747
register, 743
Double auction, 70
Drivers, EC security
cost of cyber crime, 465
cybercriminals, 465
darknet, 464
EC systems and Acts, 465
globalization, 464
internet’s vulnerable design, 463
internet underground economy, 464-465
shift to profit-induced crimes, 463-464
social networking, 465
wireless networks, 464
DREP. See Distribution resource planning (DRP)
Dynamic pricing, 55, 67-68, 189-190
Dynamic web content, 747

E
E-auctions
benefits, sell side, 174
company’s own site, 174
intermediaries, 174—175
E-bartering (electronic bartering), 72—73
E-business, 7
EC. See Electronic commerce (EC)
EC Incubator, 739
EC investments
break-even analyses, 657
business ROI vs. technology ROI, 657
categories and benefits, 649-650
cost-benefit analysis, 650
costs types, 656
economic value added, 657
expenditures, organizational performance, 653
financial justification, 648—649
Gartner’s Hype Cycle (see Hype cycle of Gartner)
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intangible costs and benefits, 653-654
IRR, 657
and IT, 658-659
IT projects, 654
justification process, 652—653
metrics, 650-651
New York Stock Exchange, 648-649
NPV analysis, 657
opportunities and revenue generation, 656
payback period, 657
productivity, 653
qualitative justification, 650
ROI calculators, 657-658
ROI method, 656-657
tangible costs and benefits, 653
total costs and benefits of ownership, 657
traditional methods, 657
Web analytics, 651-652
E-collaboration, 236
E-commerce 2.0
enterprise social networks, 19
social commerce, 19-20
social computing, 18
social media, 18
social networks and social network service, 19
virtual world, 20
Web 2.0, 18, 20-21
E-communities, B2B, 192-193
Economics
agency costs, 662
agility increases, 664
product differentiation, 664
production function, 662
reach vs. richness, 663—664
reduction, production costs, 661-662
transaction costs, 662—663
valuation, EC companies, 664—-665
E-distributor, 64
Educational social games
economic and finance game, 384-385
pollution reduction game, 384
E-government, 37
categories, 211, 212
definition, 11-12, 211
e-government 2.0 and social networking, 216-217
European Commission’s Digital Agenda website, 211
G2B, 214-215
G2C category, 211, 213
G2E, 215-216
G2G, 215
implementation, 216
m-government, 217-218
transformation, 216
E-government 2.0 and social networking, 216-217
E-grocer, 129-130
EIPP. See Electronic invoice presentment and payment
(EIPP)
E-learning
benefits, 220
definition, 218
drawbacks and challenges, 221
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drivers, 218, 219

m-learning, 219

and social networks, 224

via robots, 222
Electronic auction (e-auction)

benefits, 71

definition, 68

dynamic pricing, 67-68

forward, 69

impacts, 72

limitations, 72

many sellers, many buyers, 70

one buyer, many sellers, 69-70

one buyer, one seller, 68

one seller, many buyers, 69

penny auctions, 70-71

traditional auctions vs. e-auctions, 68—69
Electronic (online) banking (e-banking), 124-126
Electronic benefits transfer (EBT), 214
Electronic book (e-book)

advantages and limitations, 227-228

combining e-readers and tablets, 227

description, 226-227

devices, reading, 227

and printed books, 228
Electronic catalogs (e-catalogs), 64
Electronic check (e-check)

account and routing numbers, 534

current business and banking practices, 534

description, 534

MICR, 534

MyECheck, Inc., 536

online e-check purchase, 534

processing, 535-536

third-party software, 534
Electronic commerce (EC). See also E-Commerce 2.0

activities-mechanism connection, 54-55

auctions (see Electronic auction (e-auction))

bartering, 72-73

benefits, 16—17

Blue Nile Inc., 59-61

broker, 63

business models (see Business models)

capabilities, 29, 31

C2C, 241-243

classification, 7, 11-12

Cyber Monday, Single Day, 13

definition, 7

drivers, 16

e-business, 7

electronic market, 8

and e-marketplaces, 37

ethical issues (see Ethics) failures, 13-14

f-commerce, 13

framework, 9-11

Google, 13

growth, US, 8,9

history, 12-14

initiatives, 4-5

integration, marketplace with marketspace, 718

interdisciplinary nature, 12
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Electronic commerce (EC) (cont.)
IP (see Intellectual property (IP))
legal issues (see Legal issues, EC)
limitations and barriers, 35
m-commerce, 718
to mobile commerce shift, 36
negotiating online, 72
Net-a-Porter case, 14—-15
online purchasing process, 55-56
organizations, 7-8
privacy rights, protection, and free speech, 697-700
pure vs. partial, 7
risk, 611-612
and smartphones, 36
social commerce, 13, 718
social networks and social network sites, 74
speed, 718-719
spying on students, school administrators, 701-706
study, 35-36
success, 14
transactions taxation, 712
videos, 719
virtual communities, 73-74
Electronic data interchange (EDI), 11
Electronic discovery (e-discovery)
e-mail archives, 706
social networks, 706707
Electronic funds transfer (EFT), 11, 535
Electronic invoice presentment and payment (EIPP)
ACH network, 544-545
buyer direct, 543
consolidator, 543
cost, 544
description, 545
fedwire/wire transfer, 544
purchasing cards (p-cards), 544
recipients’ cash flow, 542
seller direct, 543
Electronic market (e-marketplace), 8, 56, 58
Electronic Product Environmental Assessment Tool
(EPEAT), 716
Electronic retailing (e-tailing)
Amazon.com website, 104—106
banking and personal finance, 124—126
buying cars, 134
dating services, 133-134
employment and online job market, 118-121
e-tailing business models farmer’s marketplaces, 135
flower delivery, 135
food ordering, 135
insurance online, 122—-123
internet marketing and B2C electronic retailing,
106-110
on-demand delivery (see On-demand deliy)
pharmacies, 135
purchasing-decision aids (see Purchasing-decision aids)
real estate online, 121-122
retailers vs. e-tailers, 141-145
selling-build-to-order cars, 134135
stamps online, 135
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stock trading, 123-124
wedding planning, 134
Electronic shopping cart
product configuration, 67
questions and answers online, 67
“submit” button, 66
Electronic signature, 711
Electronic voting, 213-214
E-logistics, 562, 565
E-loyalty, 410-411
E-mail
hoaxes, 429
marketing, 428
scams, 479—480
spam, 481-482
E-mail advertising
advantages and limitations, 428
e-mail marketing, 428
fraud, 429
hoaxes, 429
E-mail security
cloud computing, 496497
encryption, 496
outbound filtering, 496
spam and social engineering attacks, 496
E-mall (online mall), 61
E-marketplaces. See also Sell-side e-marketplace buying
process, 57
buy-side, 60
components and participants, 57-59
disintermediation and reintermediation, 59
electronic markets, 56-57
private, 60-61
public, 61
sell-side, 60
EMM. See Enterprise mobility management (EMM)
Empire Avenue, 384-385
Encryption
advantages, 490
ciphertext, 490
cloud computing, 490
components, 490
symmetric (private) key encryption,
490, 491
Encryption algorithm, 490
Enterprise. See also Enterprise social networks
definition, 23
digital (see Digital enterprise)
Enterprise 2.0
applications, 317
definitions, 317
Enterprise mobility
B2C m-commerce, 273
defining, 273-274
iPad, 275
mobile collaboration, 274
mobile workers, 274
Motorola solutions, 274
transportation management, 274-275
Trends 2014, 275
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Enterprise mobility management (EMM)
BYOD issue, 295-296
description, 295
MAM, 295
MDM, 295
MIM, 295
mobile app, 296
Enterprise search, 65-66
Enterprise social networks
benefits and limitations, 369
characteristics, 372
corporate social networks, 371
crowdsourcing, 371-372
customer-oriented, 19
employees and organizations, 373
interfaces, 374-375
networking and community building, 371
obstacles and limitations, 369
private enterprise network, 372
social collaboration, 372
social publishing, 372
social views and feedback, 372
support services, 373
Yammer, 373-374
Entrepreneur networks, 371
E-procurement
acquisition via electronic bartering, 185
benefits, 178—180
buying from other sources, 185
desktop purchasing, 183
goals and process, 178
group purchasing, 183-184
limitations and challenges, 180
selection, 185
and strategic sourcing, 180
types, 178
E-tailers, 106, 107, 109
E-tailing
advantages, 109-110
Amazon.com (see Amazon.com)
click-and-mortar model, 13
retail transactions, 10
E-tailing business models
click-and-mortar retailers, 111
direct marketing, 110, 111
direct sales, manufacturers, 112
online malls, 112-113
virtual (pure-play) e-tailers, 112
E-tendering
initiative, 203
process, 203-204
Ethics
business, 691-692
code of ethics, 693-694
consumer and merchant protection, 692, 693
description, 691
free speech vs. censorship, 692, 693
implementing EC, 35
intellectual property rights, 692, 693
internet use, 693

privacy, 692, 693
user-generated content, 691
E*TRADE Mobile, 272
Etsy, online marketplace
business and revenue models, 154—155
community, 154
company’s mission, 154
competition, 155
Event shopping, 113
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Exchanges (trading communities/trading exchanges), 165

Expert/expertise location systems (ELS),
234-235

Exposure, 469

Extranet, 8

F
Facebook
business model, 762
funding and infrastructure challenges, 762
IPO, 762
startup, 762
Fair use, 696, 697
Fan and hate websites, 697
F-commerce, 13
Federal Trademark Dilution Act (FTDA), 697
File sharing business, 695
Firewalls
dual firewall architecture, 494, 495
hardware and a software package, 494
internal trusted network and untrustworthy
internet, 494
packets, 494
personal, 494
shapes and formats, 494
VPNs, 495
Fish Flops, 16
Forced advertising, 427
Forward auction, 69, 70, 175
Fraud
characteristics, 478-479
internet fraud, 478
phishing, 476478
protection, 500
and scams (see Scams)
and social engineering, 476, 477
types, 478

Fraudulent card transactions address verification, 527

card association payer authentication
services, 529

certificates, 528

CVN, 529

CyberSource, 527-528

digital signature, 528

manual review, 528

negative lists, 529

screens and automated decision models, 528-529

and unauthorized cards, 527
Front end, 58
Funny-or-Die and Cracked.com, 382
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G website features, 211, 213
Gamification, 193, 384-385 Government-to-employees (G2E)
General controls definition, 215

administrative, 498 IEE, 215-216

physical, 498 Government-to-government (G2G)
General purchasing-decision model Federal Case Registry, 215

AIDA model, 408-409 Intelink, 215

evaluation of alternatives, 408 GPS. See Global positioning system (GPS)

information search, 408 Green computing, 714-715

need identification, 408 Green EC and IT

post-purchase activities, 408 cloud computing, 715

purchase and delivery, 408 eco-friendly data centers, 714-715
Geographical information system (GIS) EPEAT, 716

directory service, 283 global regulations, 716

hailing taxis, smartphones, 284 Google, 716

maps, location of businesses, 281 green computing, 714-715

USGS, 283 guidelines, energy-efficient computer use, 714, 715
Geolocation virtualization, 715

l-commerce, 282 Wells Fargo, 715

Web browsers, 282 Group buying online, 113
Geosocial networking, 338 Group gifting online, 113
GIS. See Geographical information system (GIS) Groupon
Global e-commerce benefits and expansion, 356357

breaking down barriers, 630 business model, 356

cultural differences, 626—-628 competition, 358-359

economic and financial issues, 629-630 description, 356

electronic marketplace, 626 limitations, 357-358

geographic issues and localization, 629 Group purchasing

globalization and social networking, 627 external aggregation, 184

language translation, 628 internal aggregation, 183

legal issues, 628-629
Miniwatts Marketing Group, 626

Global positioning system (GPS) H
control segment, 282 Hacker
dating applications, 283 and crackers, 468
and Galileo, 283 critical infrastructures, 460
l-commerce, 282 e-commerce, 463
locators, 283 social networks, 483
Online File W6.4, 283 Hash function, 492, 493
space segment, 282, 283 Heartbleed, 474
user segment, 282, 283 Hertz Corporation
Google additional customer services, 258
AdSense, 431432 business profile and statistics, 258
AdWords, 431 car locations, 258-259
behavioral marketing algorithm, 431 car rental industry, 258
revolution, 12—13 easy and quick rentals, 258
Google Glass economic problems of 2008-2012, 259
advantages, 292 Hertz mobile apps, 259
Android-powered mobile device controller, 292 instant returns (eReturn), 258
Field Trip app, 267 2477
smartphone-like display, 266 mobile app, 259
Government 2.0, 216-217 mobile commerce, 258
Government-to-business (G2B) NeverLostr GPS system, 258
e-procurement, 214-215 Wi-Fi connection, 259
forward e-auctions, 215 Hit, 425
group purchasing, 215 Honeynet description, 496
Government-to-citizens (G2C) e-mail security, 496497
activity, 213 Honeypots, 496
EBT, 214 Horizontal marketplaces, 168

electronic voting, 213-214 Hulu, 382
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Hype cycle of Gartner application, 655
description, 654-655
tools, organizations, 654

I
IA. See Information assurance (IA)
IBM approach, 319-320
IBM PureSystems, 234
IBM’S Business and Professional Community, 372-373
IBM Sterling Commerce, 198
IBM’s Watson and social commerce, 391-392
Identity theft
and fraud, 481
pharming, 478
IDS. See Intrusion detection systems (IDS)
Implementation, EC systems
building medium, 666
capabilities needed by webstore users, 666
design, 665-666
development strategies, projects, 668—672
elements, 648
factors, 647-648
failures, 676
investments (see EC investments)
life cycle, 666, 667
management, 667-668
Memphis Invest excels, 684—685
metrics and project justification (see Metrics and
project justification, EC)
organizational impacts, 672-676
SDLC, 666-667
strategies, 676—-677
Telstra Corporation, 646647
Incentivized video ads, 428
Indirect materials, 168
Individual consumer behavior model
attitude-behavior decision process, 405-406
influential factors, 405, 406
Informational website, 742
Information architecture, 749-750
Information assurance (IA)
authentication, 485
authorization, 485
availability, 485
CIA security triad, 484
confidentiality, 485
defense, 470
digital signature, 485
and E-commerce security strategy, 485-486
integrity, 485
nonrepudiation, 485
Information dashboard, 624
Information pollution, 698
Information portals, 190, 191
Information security
cyberwars and cyberespionage, 461-463
description, 460
drivers (see Dris, EC security)
EC security management concerns, 459, 460

national security, 460
personal security, 459
risks for 2014 and 2015, 460-461
Infrastructure, L-commerce
customers in physical stores, 283
data/content provider, 281
geolocation, 282
GIS, 281, 283-284
GPS, 282-283
LBS, 284-285
location-based data, 283
location finder (positioning) component, 281
mobile communication network, 281
mobile devices, 281
mobile positioning center, 281
opt-in application, 281
service/application providers, 281
social location-based marketing, 285
system works, 281-282
user, 281
In-house social network, 392
Insourcing, 669
Integrated suites of tools, 493
Integrity, 484—485
Intellectual property (IP)
copyright infringement and protection, 694
creativity, 694
Intellectual property law
copyright infringement and protection,
694-695
DRM, 696
file sharing, 695
legal aspects, infringement, 695
patents, 696-697
recording movies and shows, 694
RIAA industry vs. violators, 695
trademarks, 697
Interactive Advertising Bureau (IAB), 427
Interactive conversational characters.
See Avatar
Interactive marketing, 424, 437
Interactive videos live, 435
mix user interaction, 435
video click-throughs, 435
Interactive voice response (IVR) systems, 268
Interactive website, 742
Intercontinental Exchange Group (ICE), 188
Intermediary broker, 64
e-distributors, 64
Internet ads
advantages, 425
cost, 425
easy updating, 425
linking to shopping, 425
location-based, 425
media richness, 425
personalization, 425
revenue, 425
vs. traditional, 426
Internet censorship, 713

777
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Internet crime defense, 505
design and architecture issues, 503
IT security management/employee security
awareness, 503
lack of cooperation, business partners, 503
lack of due care in business practices, 503
mobile security issues, 503-504
protecting mobile devices, networks and
applications, 503
shoppers’ negligence, 503
shopping inconvenient, 503
Internet economy. See Digital economy
Internet of Things (IoT), 286287
Internet Radio, 131
Internet TV, 131
Internet underground economy description, 464
internet silk road, 464—465
keystroke logging, 464
keystroke logging (keylogging), 465
stolen data, 464
Intrabusiness EC, 11
Intra-country payments
cross border payments, 544
digital river’s world payment, 545
letters of credit (L/C), 548
Intranet, 8
Intrusion detection systems (IDS)
antivirus software, 495-496
description, 496
DoS attacks, 496
malicious activities, 496
Intuit’s TurboTax program, 332
IoT. See Internet of Things (IoT)
IP. See Intellectual property (IP)
iRobot
Cipriani’s multidimensional presentation, 346350
description, 345
evolution, 346
social CRM, 345-346

J
Johnson & Johnson (JNJ)

BTW, 450

health channel on YouTube, 451
Funny-or-Die and Cracked.com, 382

K
Key (key value), 490
Key performance indicator (KPI), 620, 621, 624, 651, 652
Key space, 490
Keystroke logging (keylogging), 465
Knowledge management (KM)
at Infosys Technologies, 230-236
knowledge sharing, 229, 230
organizational knowledge base, 229
types and activities, 229-230
Knowledge sharing, 229, 230
Korean metropolitan unified fare system, 553-555

Index

L
Laboranova, 391
Landing page, 425
Last.fm, 381
LBS. See Location-based services (LBS)
LearnHub, 224
Learning management system (LMS)
Blackboard Inc., 226
Moodle, 226
Legal issues, EC
cyberbullying, 707
e-discovery, 706-707
Letters of credit (L/C), 545
LinkedIn
CNBC, 397
connections, 396
contact network, 396
“gated-access approach”, 396
Google’s AdWords, 397
marketing strategies, 397
mobile applications, 397
professional networking, 396
resources, 397
Live banner, 427
Localization in advertising, 442-443
Location-based e-commerce (I-commerce), 114
Location-based m-commerce (I-commerce/LBC)
barriers, 286
context-aware computing technology, 280
GPS-enabled devices, 280
infrastructure, 281-286
location, 281
mapping, 281
navigation, 281
RTLS, 281
specific location, 280
timing, 281
tracking, 281
Location-based services (LBS)
advantages, 284
categories, 284
and GPS, 268
mobile device-based computerized service, 284
personnel tracking, 285
RFID technologies, 285
Logistics. See Order fulfillment
2012 London Olympics, 261

M
Machine-to-machine technology (M2M), 287
Macro virus (macro worm), 473
Madagascar
business process, 93
Medagasy Community Network Services, 94
trade administration process, 93
Maintenance, repair, and operation (MRO), 168, 176, 189
Malware (malicious software)
botnets, 475
computer systems infected, 472
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cryptolocker, 474
description, 472
DoS attack, 474
heartbleed, 474
malvertising, 476
nontechnical attacks, 471-472
organizational attacks, 471
page hijacking/pagejacking, 475
software code, 472
technical attacks, 471-472
trojan horse, 473—474
virus, 472-473
web server, 475
worms, 473-474
Market research
ask customers directly, 420
B2C requires, 445
biometric and smartphone marketing, 423
collecting data in social networks and Web 2.0
environments, 420-421
cookies and web bugs, 421
data collection and analysis, 419
Del Monte improve dog food, 404—405
description, 418419

internet and non-internet marketing campaigns, 445

mobile coupons, 445

objectives and concepts, 419

online survey, 419

privacy issues, 422423

spyware, 421

transaction log, 421

web analytics, 422

web mining, 422
Market segmentation

cognitive, affective and behavioral, 413

demographic, 413

description, 413

geographic, 413

internet enables, 413

profitability, 413

psychological (lifestyle), 413

risk core, 413

statistical, data and text mining methods, 413
Mass customization (on-demand manufacturing), 674
Mass marketing, 413-416
MasterPass™

Apple and mobile payment processing, 542

eliminating credit cards, 541

social commerce payments, 541
Maverick buying, 176, 179
M-banking. See Mobile banking (m-banking)
M-commerce, 718
Media marketing

financially and managerially, 451

mobile advertising campaign, 451

social media, 451

Web 1.0 Stage, 450

Web 2.0Stage, 450451
Merchant brokering, 408
Merchant services, 524

Merge-in-transit, 576
Message digest (MD), 492, 493
Metric, 619-620
Metrics and project justification, EC
e-procurement, 659-660
RFID, 660
security projects, 660
services, vendors, 661
social networking and Web 2.0 tools, 660
M-government
applications, 218
benefits, 217
implementation issues, 217-218
public buses, Honolulu, 217
wireless internet infrastructure, 217
Micropayments (e-micropayments)
aggregation, 533
aggregation payment model, 521
Ala carte, 534
Amazon Pages, 520
Apple, 521
Apple’s iTunes music store, 532-533
B2C and B2B, 521-522
bitpass, 521
credit/debit card purchase, 520, 521
definition, 521
digital currencies, 521
direct payment, 533
e-book market, 520
e-market, 548
fees, 532
merchants incur transaction costs, 520
Paperwhite 2, 520
PayPal, 521
publishers, 520
selling books online, 520
small online payments, 532
stored value, 534
subscriptions, 534
Visa and MasterCard®, 534
Microworms, 473
‘Min Farm (My Farm)’, 22
Mixi, 381
M-learning, 218, 219
M2M. See Machine-to-machine technology (M2M)
MMS. See Multimedia messaging service (MMS)
Mobile advertising (m-advertising)
definition, 437
location-based ads, 438
mobile interactive advertising, 437438
process, 437-438
ranges, 437
short message ads, 438
tools, 439
trends, 439-440
viral mobile marketing, 438
Mobile banking (m-banking)
description, 271-272
and financial services, 272
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mobile-based financial and accounting information, 272
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Mobile banking (m-banking) (cont.)
mobile payments, 272
platform, 272
services, 272
Mobile commerce and marketing, 436
Mobile commerce (m-commerce)
applications and classifications, 262, 263
attributes, 261-262
barriers, 293
benefits, 264-265
definition, 261
description, 259-260
disadvantages, 294
DSD route accounting, 264
electronic transaction conducted, 260
EMM, 295-296
enterprise mobility/mobile enterprise, 273-275, 298
enterprise-related applications, 262
entertainment, 275-280
ethical, legal and health issues, 294-295
field and fleet mobility, 262
3G and 4G networks, 260
GSMA, 259
landscape, 260, 261
1-commerce/LBC (see Location-based m-commerce
(I-commerce/LBC))
2012 London Olympics, 261
magnitude, 260
mobile computing (see Wireless mobile computing
(mobile computing))
mobile financial applications, 271-273
mobile intelligence, 264
privacy, 295
security and privacy issues, 293-294
smartphones and tablet computers, 260
and social, 261
technical limitations, 294
warehouse management, 264
Wi-Fi internet, 260
Mobile coupons, 445
Mobile devices, wireless mobile computing
content providers, 267
description, 265-266
Google’s smart glasses, 266267
LBS, 268
MMS, 268
mobile portal, 267
Online File W6.2., 267
PDA, 267
RFID, 267
smartphone, 266
SMS, 268
software and services, 267
tablets, 266
voice-support services, 268
wearable devices, 267
Mobile enterprise, 273-275
Mobile entertainment
in cars, 276
definition, 275-276

Index

developments in wireless devices and mobile
technology, 275
gambling, 277
games, 276-277
music and video, 276
service industry consumer applications, 278-279
shopping and advertising, 279-280
sports, 277-278
Mobile financial applications
mobile banking, 271-272
mobile stock trading, 272
real estate mobile transactions, 272273
Mobile marketing
and advertising campaigns, 438
definition, 436
implementation guidelines, 439
Mobile market research, 423
Mobile payment
Amazon Mobile, 536
Crutchfield Corporation, 538
mobile proximity payments, 536-537
mobile remote payments, 537, 538
and nonelectronic payment methods, 536
physical goods, 536
rapid growth, 536-537
transactions, 536
wireless carriers, smartphone vendors and mobile
operators, 536
Mobile portal
definition, 62, 191
gateway, 267
services provided, 267
Zed, 267
Mobile POS (mPOS)
Carmen’s Best Ice Cream, 540-541
credit card-based transaction, 540
merchant utilizes, 540
PayPal’s card reader, 540-541
square card reader, 540
Mobile proximity payments
BLE, 537
contactless payments, 536
mobile (digital) wallet, 536
NFC standards, 537
Mobile social commerce, 78
Mobile social networking
application, 261
commerce applications, 78
enterprise, 78
Facebook, 78
Mobile wallet, 547
Mobile workers
definition, 274
field force automation (FFA), 274
IDC, 274
Online File W6.3, 274
salesforce automation (SFA), 274
mPOS. See Mobile POS (mPOS)
Multichannel business model, 112
Multimedia messaging service (MMS)
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and SMS, 268

wireless messaging, 268
Municipal Wi-Fi networks (WMAN)

and city-wide, 269

grid/mesh networks, 269
“My Marriott Hotel”, 223
Mystarbucksidea.com, 5

N
Name-your-own-price model, 70
National Football League (NFL)
information, news, and social networks, 43
selling, China, 43
selling online, 43
smartphones, 44
videos and fantasy games, 43
wireless applications, stadiums, 44
Near field communication (NFC) standards
contactless applications, 537
EC mobile payments, 537
Google Wallet, 537
ISIS, 537
non-payment, 537
proximity payments, 537
Negotiating online, 72
Net-a-Porter, 13-15
Net neutrality, 711-712
Nomadic computing, 265
Non-repudiation, 470
NTE B2B Collaboration, 198

(0]
Old Spice brand, 698-599
On-demand delivery service
e-grocer, 129-130
e-tailers, 129
Internet radio, 130
Internet TV, 131
iTunes, 130
on-demand delivery service, 129
online entertainment, 130
online ticketing, 130
Pandora, 131
social TV, 131-133
speed of delivery, 130
One-to-one marketing
market segmentation, 413
mass marketing and advertising, 413
relationship, 414-416
Online advertising methods
AR, 435
banners, 426427
classified ads, 426
display ads, 426
Google, 429-432
interactive ads, 426
pop-up ad, 427-429
search engine advertisement, 429431
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SEO, 430
video advertising, 433436
viral marketing (viral advertising), 432-433
Online business
Alibaba.com, 746
Amazon.com, 735-736
Baidu (Chinese language Internet search provider),
753-755
building/acquiring, website, 742-744
business model, 735
business owner’s ability determination, 735
design, website, 749-752
EC initiatives addition, 740-741
e-commerce, 734
funding, 738-740
hosting and domain name, website, 745-746
identify consumer, 735
investigate opportunity, 735
planning (see Planning an online business)
SMEs, 746-747
starting, 734
support services, EC, 752-753
web content, 747-749
webstore, 755-757
Online corporate training
Citrix Systems, 222
computer games, training employees, 223
Dresser-Rand, 223
Online fraud
consumer protection (see Consumer (buyer)
protection)
seller protection, 710
Online intermediary, 167
Online marketing
customer loyalty, 410-411
ethical issues, 445
satisfaction, 411
trust, 411412
Online purchasing process
dynamic pricing, 55
e-catalogs, 55
e-marketplace (see E-marketplaces)
Online travel and tourism (hospitality) services
advanced check-in, 116
alliances and consortia, 116
benefits, limitations, and competition, 117
characteristics, 114-115
competition, 117
corporate travel, 117-118
direct marketing, 116
HomeAway.com, Inc, 115
Last-minute trips, 115
mobile devices, 116
Qunar.com, 114
social travel networks, 116
TripAdvisor, 114
wireless services, 115
Online trust, 411
Online word of mouth (online trust), 412
Opt-in system, 699
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Opt-out system, 699
Orabrush Inc., 193
Order fulfillment
B2B
and B2C EC systems, 574
e-marketplaces and exchanges, 574-575
services, 574
supply chain problems, 574
concepts, 561-562
EC process, 562-564
innovative e-fulfillment strategies, 575-576
integrated global logistics program, 572

integration and enterprise resource planning, 577-578

logistics, 562
make-to-order and mass customization, 572-573
profitability and customer satisfaction, 565
supply chain
problems, 565-567
solutions, 567-570
traditional vs. EC logistics, 562
Organizational impacts, EC
changing nature of work, 673
direct marketing and sales, 672
disintermediation and reintermediation, 673
e-opportunities, 672
redefining (see Redefining organizations)
restructuring business processes, 673
statistical data/empirical research, 672
technology and Organizational Learning, 673
Organizational strategy
competitive advantage, 600—601
description, 600
internet, 601-602
IT and EC, 602-603
Porter’s five forces model, 600-601
web environment, 600
Organizational transformation, 741-742
Organizations EC, 7-8
performance, 28
Outsourcing, 616-617

P
Packet
internet address, 494
protocol tunneling, 495
Page, 425
Page hijacking/pagejacking, 475
PAN. See Personal area network (PAN)
Pandora, 381
Partner relationship management (PRM), 170
Partners Online, 239
Patent
Amazon.com, 696
for business methods, 696
definition, 696
Oracle vs. Google, 696697
Payment cards
charge cards, 525
credit card, 525

Index

debit cards, 525
fraudulent card transactions, 527-529
processing, online (see Processing, credit card
payments)
Payment revolution
anonymity, 523
bills payments, 524
Bitcoin, 522
cashless society, 522
chicken-and-egg problem, 522
competition, 522
debit and credit cards, 522
digital (virtual) currency, 524-525
divisibility, 523
ease of use, 523
independence, 523
international support, 523
interoperability and portability, 523
online B2C merchants, 522
PayPal, 523-524
regulations, 523
security, 523
transaction fees, 523
U.S. Electronic Funds Transfer Act, 522
Payment service providers (PSPs), 526
Payment systems, EC
Alipay of Alibaba Group, 547
Amazon payments, 547
Apple, 547
B2C, 548
bitcoin, 545-546
cash-payment kiosk, 547
coin (“All in One” Credit Card), 546
electronic check (e-check), 534-536
Google Wallet, 547
micropayments (e-micropayments), 520-522,
532-534
miscellaneous systems, 547
mobile payment, 536538
NXT-ID, 547
payment cards, 525-529
payment revolution (see Payment revolution)
smart cards, 529-532
TrialPay, 546547
PayPal
BillPoint, 523
description, 523
eBay users, 524
Google Wallet, 524
Popmoney, 524
P2P payments, 524
seller’s and buyer accounts, 523
Skrill, 524
supports payments, 523-524
Wirecard AG, 524
Pay per click (PPC), 441
PDA. See Personal digital assistant (PDA)
Peer-to-peer (P2P) e-commerce. See Consumer-to-
consumer (C2C) EC
Penetration test (pen test), 488
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Penny auction, 70-71
Performance assessment, EC

analyzing performance data, 621

balanced scorecard (BSC), 621

data analysis, 622

EC analytics, 622

establish metrics, 619-621

measurements, 620

metrics, 620-621

metrics in action, 620

monitoring, social media, 621

objectives, 618

process, 618-619

Web analytics, 622-623
Performance improvement

competitive intelligence, 624

dashboards, 624

and innovation, 624—626
Permission advertising, 440
Personal area network (PAN)

bluetooth, 269

short-range device-to-device wireless

connections, 269

Personal digital assistant (PDA)

definition, 267

enterprise applications, 267

wireless connectivity, 267
Personal firewalls, 494
Personalization

advertising content and vendors’ services, 416

collaborative filtering, 416

cookies, 416

increase sales, 416417

user profile, 416
Personalized banners, 427
Personalized marketing, 412, 414
Person-to-person (P2P) payments, 524
Pervasive computing, 286
Pharming, 478
Phishing

corrupted website, 476

cyber security, 476

EMC/RSA, 477

fraudulent process, 476

malware, 476

pharming, 478

scam on Netflix, 477-478

selling stolen information, 478

spear phishing, 478

target security breach, 478
Physical controls, 498
Pinterest

advertising and marketing, 53

competition, 53-54

description, 52

doing business, 52-53

legal concerns, 53

pinned images, 52

selling data, 52

Yang’s suggestions, 52

PirateEye, 694
PKI. See Public key infrastructure (PKI)
Plaintext, 490
Planning an online business
business case, 737-738
business plan, 737

Platform for Privacy Preferences Project (P3P), 704,

705, 706
Point-of-sale (POS) system, 526
PokerStars, 133
Polyvore
innovative models, 328-329
Kaboodle, 327
Pinterest, 327
social shopping aids, 329-334
website and Crunchbase, 326
Pop-up ad
ad spawning, 427
block pop-up windows, 428
e-mail advertising, 428-429
pop-up videos, 428
stopping/least minimizing, 499
Pop-up banners, 427
Pop-up videos, 428
Portal
types, 62-64
web (information) portal, 62
PPC. See Pay per click (PPC)
Prevention measures, 470
Privacy rights
free speech online vs. privacy protection,
699-700
and protection, 698—699
social networks, 698
Private enterprise network, 372
Private/enterprise social networks, 77-78
Private key, 490, 491
Private shopping club, 113
Processing, credit card payments
acquiring bank, 526
authorization, 526
credit card association, 526
credit card payment procedure, 526, 527
credit card reading, 526-527
customer, 526
issuing bank, 526
merchant, 526
online vs. offline, 526, 528
own the payment software, 526
payment service provider, 526
POS system, 526
PSPs, 526
settlement, 526
Procter & Gamble Company (P&G)
brand recognition, 598
Old Spice brand, 598-599
products, 597-598
social customer, 598
social media, 598
social networking, 598
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Procurement
electronic (see E-procurement)
management, 176-177
methods, 177-178
Product differentiation, 664
Professional social networks. See Business-oriented
public social network
Project champion, 615
Protocol tunneling, 495
PSPs. See Payment service providers (PSPs)
Public e-marketplaces, 165
Public (asymmetric) key encryption, 491
Public key infrastructure (PKI)
certificate authorities (CAs), 493
digital signatures, 491493
framework, 490
one-key encryption, 490-491
public (asymmetric) key encryption, 491
SSL, 493
Public policy
internet censorship, 713
net neutrality, 711-712
taxation of EC transactions, 712
Purchasing cards (p-cards), 544
Purchasing-decision aids
assisting tools, 139-140
helping communities, 136
mobile apps, 141
ratings and reviews, 137-138
shopping portals, 136
shopping robots, 136-137
shopping websites, 138
trust verification sites, 138—139
virtual visual shopping, 140-141
Purchasing decision process
general, 408-409
players, 409
shopping cart abandonment, 409

R
Radio-frequency identification (RFID)
applications, 267
Atlantic beef products, 580
description, 266
Deutsche Post, 580
digital supply chains, 578, 579
logistics and inventory control, 267
mobile payments, 267
Starbucks, 579-580
Walmart and suppliers, 578, 580
Random banners, 427
Real-time location systems (RTLS), 281
The Receivables Exchange, 188
Recreational Equipment, Inc. (REI)
multi channel evolution, 591
multichannel experiences, 591
retail channels, 590-591
Redefining organizations
change management, 675
creation, autonomous divisions, 675-676

Index

EC workforce, 675
mass customization and on-demand manufacturing, 674
new and improved products and services, 673
on-demand revolution, 674—675
Red Hat
acquisitions, partnerships and joint venture, 614-615
collaborative strategic process, 612
multichannel strategy, 614
offline and online businesses, 613
pricing strategy, 613-614
security issues, 613
Referral economy, 138
Reintermediation, 145, 146
Relationship (one-to-one) marketing characteristics, 414
customers more intimately, 414
customer’s preferences, 414
information, 414
phases, 415
segmentation, 414
unique, 414
Reputation-based systems, 412
Request for quote (RFQ), 180
Retailers, multichannel, 590-591
Reverse auction (bidding/tendering system),69-70,180-181
Reverse logistics, 573-574
RFID. See Radio-frequency identification (RFID)
Risk
EC risk analysis, 502-503
EC transaction, 469—470
IA, 470
management and cost-benefit analysis, 500
potential security risks, 483
security risks for 2014and 2015, 460461
Robots, warehouses, 572
ROI calculator
Baseline, 658
e-services, 658
evaluations, 657
excel functions, 657
Nucleus Research Inc., 658
RosettaNet, 198
RTLS. See Real-time location systems (RTLS)
Rule-based filtering, 417

S

Sales from catalogs
benefits and limitations, 173
customized catalog, 172
distributors’ catalogs, 172
Gregg’s Cycle, 172
self service portals, 172
Staples, 172

Scams
e-mail scams, 479481
types, 479

Search engine
defnition, 65
social network, 66
spam, 484
visual shopping, 66
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Search engine advertisement
description, 429
keyword advertising, 429
URL listing, 429
Search engine advice, 234
Search engine optimization (SEO)
paid inclusion/sponsored ads, 430-431
process, 430, 432
types of online searches, 430
Searches, EC
defnition, 65
desktop search, 65
enterprise search, 65
internet/web search, 65
video and mobile, 66
voice-powered, 66
Secure socket layer (SSL), 493
Security defense process
awareness and compliance, 486
containment, 486
correction, 486
detection, 486
eradication, 486
initial response, 486
prevention and deterrence (preparation),
485-486
recovery, 486
Security, online bank transactions
billing and paying, 128
imaging systems, 127
Security strategy
battleground, 466
BIA, 502
crimes, 467-468
criminals and methods, 468
defense, 470471
defense side EC systems, 487488
digital and financial assets, 502
drivers, 500-501
and ethical issues, 502-503
information security, 459—465
intentional attacks, 467468
and IT security, 465
malware, 471-476
nontechnical methods, 476480
policies and training, 502
recovery, 471
requirements, 469—470
security spending vs. needs gap, 486487
senior management commitment and
support,501-502

SUNY College at Old Westbury, 458-459

terminology, 466
unintentional threats, 467
vulnerability, 469

Self-hosting, 745

Seller protection, 710, 711

Sell-side e-marketplace
comprehensive sell-side systems, 173
definition, 61
selling via distributors, 173

sell-side models, 171

webstore, 171-173
Semantic Web, 86-87, 90
Sentiment analysis (opinion mining), 623
SEQ. See Search engine optimization (SEO)
Service industries online, B2B

banking and online financing, 170

consulting services, 170

financial services, 169

real estate, 169

travel and hospitality services, 169
Service industry consumer applications

healthcare, 276

hospitality management, 278-279

m-government and m-learning, 279

public safety and crime prevention, 279
Settlement

ACH Network, 535

processing cards online, 526527
Sharing economy

definition, 21

and EC, 22
Sheffield e-tendering system, 203-204
Shopping portals, 136

Shopping robots (shopping agents, shopbots), 136

Short message service (SMS)
acronyms, 268
text messaging/texting, 268
140 to 160 characters, 268
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Singapore’s ERP (Electronic Road Pricing) system, 532

Site navigation, 750751
Small and medium-sized enterprises (SMEs)
advantages and disadvantages, 631
Blissful Tones webstore, 632-633
globalization, 633
resources, 634—635
and social networks, 636
web based, 631
Smart card
contact card, 530
contactless (proximity) card, 530
embedded microchip, 529, 530
functions, 529
global market, 529
hybrid and combi, 530
plastic payment card, 529
reader, 530, 532
retail purchases, 531-532
stored-value card, 531
transit fares, 532
Smart cities, 293
Smart grid
advantages, 288
cities, 289
and driverless cars, 289
pervasive computing technology, 287
PG&E SmartMeter web page, 287
smart appliances, 289
smart homes, 288-289
U.S. Department of Energy, 287-288
Smartphone, 266
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SMS. See Short message service (SMS)
SNSs. See Social networking services (SNSs)
Social advertising
location-based advertisement and social networks
Brightkite and Facebook Places, 340
business model, 339
Foursquare works, 338-339
geosocial networks, 339
LBS, 338, 339
social ads and social apps, 337
social media, 341-342
Twitter, 340-341
viral blogging, 337-338
viral marketing, 337, 338
YouTube, 339-340
Social business
costs and benefits, 395
definitions, 368
by design, 24
forum, 24
IBM approach, 24, 319-320
social employees, 367
social enterprise, 24-25
Social Business Forum, 370
Socialcast, 373
Social collaboration
blogs and wiki, 390
Cisco WebEx Social, 390
commerce, 390-392
definition, 388
IBM connections, 390
Laboranova, 391
mobile commerce, 390
social media, 390
social networks, 390
Twitter, 390
Web 2.0 tools, 388
wikis and social software tools, 388
Social commerce (SC)
B2B, 192-193
business models, 320
components, 314
concerns and limitations, 320
customers, benefits, 318
definition, 19-20
definitions and characteristics, 311-312
e-commerce, 312, 313
Enterprise 2.0, 316-317
enterprises, 319
ethical issues, 392
examples, 20
and IBM’s Watson, 391-392
integration, fields, 312
internet marketing, 313
mobile commerce, 313
and mobile social networks, 718
retailers, benefits, 318
risks, 392
and SMM, 314-316
social business, 319-320

social marketing, 313
virtual world (see Virtual world)
to virtual worlds (see E-commerce 2.0)
Web 2.0 technology, 312
‘Web 2.0 tools, 13
Social computing
definition, 18
E-commerce 2.0 (see E-commerce 2.0)
travel, 17
Social (digital) customer
definition, 27
highlights, 26
IBM’s Smarter Commerce initiative, 2627
Social customer relationship management (SCRM)
characteristics, 343
social media, 343
Social customer service. See Customer relationship
management (CRM)
Social engineering
automated blog spam, 483-484
collect information for illegal activities, 476
collection of methods, criminals, 476
CSIS security group research, 483
diversion theft, 476
financial fraud and crime, 476, 477
hacker, 476, 483
malvertising, 499
phishing, 476-478, 499
pretexting, 476
search engine spam, 484
splogs, 484
stolen information, 476
Social enterprise
applications, 367
The Children’s Medical Center of Dallas, 24
definitions, 367
digital enterprise, 22
goal, 24
IBM and IDC’s definition, 368
IDC survey, 368
Social Business Forum defines, 368
The Social Enterprise Alliance, 24
Starbucks (see Starbucks)
Social entertainment
Funny-or-Die and Cracked.com, 382
Hulu, 382
Justin.tv, 382
Last.fm, 381
Mixi, 381
multimedia presentation and sharing sites, 385
Pandora, 381-382
web series and streaming movies, 382
Web 2.0 technology, 381
Social games
business aspects, social games, 384
educational social games, 384
social internet game, 383
social network game, 383
Social internet game, 383
Social learning (e-learning 2.0), 224

Index
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Social location-based marketing
services in 2014, 285
technology vendors, 285
users sharing, 285
Social marketplaces
Polyvore, 334
P2P lending, 334-335
P2P sharing, 335
social networks, 335
Social media
blogs, 342
collective intelligence, 5
coupons, 341
definition, 18
Facebook’s Sponsored Story, 341
mobile advertising, 341-342
Oprah Winfrey, 18
rules, branding, 341
Starbucks, 5-6
and Web 2.0, 17-18
Social media marketing (SMM), 314-316
Social media projects
action blog, 5
early adoption, 6
on Facebook, 5
in LinkedIn, 5
Mystarbucksidea.com, 5
Starbucks Digital Network, 5-6
on Twitter, 5
YouTube, Flickr, and Instagram, 5
Social network. See also Enterprise social networks
definition, 19
and e-learning, 225
game, 383
privacy issues, 704
seeking expertise, 236
SNSs (see Social networking services (SNSs))
Social networking. See also Mobile social networking
B2B, 192, 193
definition, 19
and e-government 2.0, 216-217
tools and platforms, 79-80
Social networking services (SNSs), 18-19
Social network-oriented B2B activities
BtoB’s Interactive Marketing Guide, 195
corporate profiles, 195
location-based services, 194—195
Social network services
capabilities, 75
country-based, 74
Migente.com, 74
qq.com, 74
size, 74-75
Social-oriented website, 743
Social search, 66
Social shopping
benefits, 321
communal shopping, 322
communities and forums, 325-326
components, 323
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concepts and content, 321-322
deal purchases, 324
definitions, 321-322
drivers, 321-322
e-commerce sites, 323-324
group buying, 324
online shopping communities, 325
online shopping, real-time, 325
roles, 322
Social shopping aids
Buzzillions, 331-332
collaborative reviews, 333
complaints, 334
Crowdstorm, 331
customized recommendations, 336
Intuit’s TurboTax program, 332
marketplaces and direct sales, 329-336
ratings and reviews, 329-330
real-time online shopping, 336
recommendations, 330-331
recommendations and referrals, 330-331
reviews and recommendations, 333
virtual economy, 335
Yelp, 333
Socialtext, 373
Social TV
adult entertainment, 132-133
characteristics, 132
description, 131
internet gaming, 133
technology and services, 132
Societal issues cities, 716
digital divide, 713
education, 716
health aspects, 717
public safety, surveillance, and homeland security, 716
telecommuting, 713-714
SolarExchange.com, 188
Sony
“Customer Relations”, 310
customer service, 311
‘Facebook Support Community’, 310
Lithium Social Web software, 310
social community, 310
Sony Corporation, 309-310
Sony Electronic integrates Pinterest, 310
YouTube videos, 310
Sony’s Home, 378-379
Spam
blog sites, 484
data breach (leak), 484
Operation Spamalot, 482
vs. protecting, 498-499
search engine, 484
site, 484
social engineering, 483484
spyware, 482483
stock market, 482
works and profitable, 482
Spatial data infrastructures (SDI), 248-249
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Splog, 484
Spyware
and antispyware laws, 499-500
antispyware programs, 703
definition, 484
Ethiopian Government Spying, 483
market research, 424423
slow surfing speeds and damage a program’s
functionality, 482
tracking software, 484-483
tracking technology, 703
tracks and records, 482
SSL. See Secure socket layer (SSL)
Standard of due care, 503
Stanley Black & Decker’s Collaborative Success, 581-582
Starbucks
decline, 4
description, 3—4
eGift Card Program, 4
free Wi-Fi internet acces, 4
loyalty program, 4
mobile payments, 45
online store, 4
operating income, 6
social media projects, 5-6
Static banners, 427
Storebuilder service, 745
Stored-value card
closed loop (single purpose), 530
consumers, 530
description, 528
employers/government agencies, 531
open loop (multiple purposes), 531
prepaid cards, 533
transportation cards, 531
Storefront. See Webstore (storefront) Strategy
assessment, 605
formulation, 604—-605
global e-commerce, 626630
initiation (see Strategy initiation)
performance, 605
and performance cycle and tools, 603
SME:s (see Small and medium-sized enterprises
(SMEs))
Warner Music Group (WMG) digital strategy, 605-606
Strategy formulation
acquisitions, partnerships and joint venture, 614615
BCG model, 610
collaborative efforts, 612
definition, 604
multichannel/omnichannel strategy, 614
offline and online businesses, 613
pricing strategy, 613-614
risk analysis, 611-610
selection, opportunities, 610
strategy implementation, 605
viability-fit model, 610-611
Strategy implementation
activities and outcomes, 605
allocate resources, 615

Index

build, buy/rent EC elements, 616
find a champion, 615
manage the project, 616
outsourcing, 616-617
pilot project, 615
redesigning, 617
Strategy initiation
Amazon.com, 603-604
channel conflict and disintermediation, 608
company analysis., 603
core competencies, 604
first-mover advantage, 607-608
online and offline operations, 608—-609
price conflict, 608
social networks and Web 2.0, 609
SUNY College at Old Westbury, 458
Supply chain, order fulfillment
BestBuy.com, 567
delivery
by Drones, 569-570
Fed-Ex initiate, 568
groceries, 568
supermarket, 569
demand, uncertainties, 565-566
financial flows, 566
information sharing, 566-567
logistical infrastructure, 566
offline and online commerce, 565
partnering efforts and outsourcing logistics, 570
structure and process, 568
VML, 567
warehousing and inventory management
improvements, 567-569
Support services, EC
client matching, 584
commercial databases, 584
consulting services, 583
coupon-generating sites, 585
digital photos, 585
directory services, 583-584
and domain names, 584
e-business rating sites, 584
knowledge management, 584
managerial issues, 586-587
newsletters, 584
outsourcing, 585, 587
search engines and news aggregators, 584
security and encryption sites, 584-585
trust services, 584
web research services, 585
Symmetric (private) key encryption, 490, 491

T
TBO. See Total benefits of ownership (TBO)
TCO. See Total cost of ownership (TCO)
Telecommuting, 713-714
Telstra Corporation
fleet and field service management, 646, 647
telecommunication company, 646
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teleworking, 646
video conferencing, 646
web contact centers, 646
Tendering (bidding) system, 33
Third-party assurance services, 708—709
Third-party independent exchanges, 187-188
Third-party logistics suppliers (3PL), 588
3D printing, 654, 675
Total benefits of ownership (TBO), 657
Total cost of ownership (TCO), 657
Trademark, 697
Trademark dilution, 697
TradeNet, 94
Transactional website, 759
Transaction costs, 662-663
Transaction log, 421
TrialPay, 546-547
Trojan horse
DDOS Attacks on WordPress, 474
description, 473474
Trojan-Phisher-Rebery, 474
user interaction, 474
Trust
e-commerce, 411
EC trust models, 411
facilitating, 412
improve your website, 411412
objective third-party seals, 412
trustworthiness, 412
Turnkey approach, 669
Twitter, 340-341

U
Ubiquitous computing (ubicom)
communicate and process information, 286
context-aware computing, 286
definitions, 286
description, 286
INRIX, 290-291
10T, 286-287
M2M, 287
smart application, 287-289
wireless sensor networks, 289-290
Unintentional threats
environmental hazards, 467
human errors, 467
malfunctions in computer system, 467
United Parcel Service (UPS)
annual financial reports, 571
communication, 571
components, 571
EC distribution methods, 572
forecasts, 571
network throughput, 571
shipment visibility, 571
UPS. See United Parcel Service (UPS)
Up-selling, 748
Usability (of a website), 749, 751-752
USA PATRIOT Act, 705
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User profile, 416, 427, 429, 441
U.S. Federal government, 493

v
Valuation, EC companies, 664—665
Value-creating customers, 444
Value proposition
and business models, 32
definition, 33
Vendor-managed inventory (VMI), 238, 567
Venture capital (VC), 739
Vertical marketplaces, 168
VICS. See Voluntary Interindustry Commerce Solutions
(VICS)
Video advertising
advergaming (in-game advertising), 435
Cisco survey, 433
consumer-generated videos, 434-435
editorial-style videos, 433
IAB model, 433434
interactive videos, 435
mobile devices, 433
per-product videos, 433
popularity, 433
Psy’s “Gangnam Style” video, 433
unsolicited pop-ups, 433
viral video, 434
YouTube, 433
Viral blogging, 337-338
Viral marketing (viral advertising)
ad agency, 432
analogous process, 432
eWOM, 432-433
Facebook’s, 432
founder of Hotmail, 432
line and mobile activities, 433
methods, 338
offline, 432
social networks, 432
word-of-mouth (WOM) marketing, 432
Viral mobile marketing, 438
Viral video
definition, 339
marketers, 434
online information sharing, 434
popular sites, 434
Virtual community, 73, 74
Virtual economy, 335
Virtual (pure-play) e-tailers, 112
Virtual goods, 335-336
Virtual (pure-play) organizations, 7
Virtual private networks (VPNs), 495
Virtual trade show, 193-194
Virtual universities, 222
Virtual visual shopping, 114
Virtual world
avatars, 80-81
business activities and value, 81-82
business applications, 378-379
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Virtual world (cont.)
categories, 376-378
concerns and limitations, 380-381
definition, 20
description, 80, 375
factors, business applications, 379-380
features, 80, 376
globe, 379
shopping, 82, 114
spaces, 376
students, 20
trading, 82, 379
Virus
CryptoLocker virus, 472
damaging activities, 472
Finkle reports, 472
Kaspersky Lab, 472
Michelangelo virus, 472
Microsoft Safety and Security Center, 473
PC viruses, 472473
Pony, 472
programmed software, 472
spreads, 472, 473
web-based malware, 472
Visibility
shipment, 571
supply chain, 575
Visual interactive simulation (VIS)
benefits, 225
learning on-demand, 225
VML. See Vendor-managed inventory (VMI)
Voice portal
applications, 268
description, 63-64, 268
and IVR, 268
Voluntary Interindustry Commerce Solutions (VICS), 582
Vortals, 190
VPN . See Virtual private networks (VPNs)
Vulnerability
assessments, 487-488
attacking e-mail, 469
attacking smartphones and wireless systems, 469
business IT and EC systems, 469
databases, 468
description, 468
information system, 468
MITRE, 469
pirated videos, music and copyrighted material, 469
RFID chips, 469

w
WAP. See Wireless application protocol (WAP)
Warehouse management system (WMS), 567, 568
Warner Music Group (WMG) digital strategy, 605-606
Warren Buffet’s Annual Power Lunch Auctions, 69
WAYN, lifestyle and travel social network, 116-118
Wearable computing devices, 291-292
Web 2.0

B2B, 193
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characteristics, 18
comprehensive slide presentation, 370
description, 18
enterprise, 369-370
privacy issues, 704
products/services, 369
and social commerce, 13
and social media, 18
tools, 20
Twitter, 20
Web 3.0, 86-87
Web 4.0, 87
Web 5.0, 87
Web advertising
advertising cycle, 424-425
ad views, 425
button, 425
click (ad click), 425
commitment, 445
conversion rate, 425
CPM, 425
CTR, 425
hit, 425
IAB Internet Advertising Report, 423
interactive marketing, 424
internet provides, 423
landing page, 425
marketing communication, 424
page, 425
role in e-commerce, 423
telemarketing and direct mail, 424
Web analytics
data, 622
description, 651-652
EC strategy assessment, 622
Google, 622
sentiment analysis, 623
social media activities, 622-623
usage, 622
Web bugs, 421
‘Web content
catalog content and management,
748-749
dynamic Web content, 747
management, 748
primary and secondary, 748
‘Web hosting
free services, 745
hosting service, 745
self-hosting, 745
service, 745
storebuilder service, 745
Web mining, 422
Web (information) portal, 62—-64
Website
building, 743-744
classification, 742-743colors and graphics, 751
design, 749-752
design criteria, 749
domain name, 746



Index

hosting, 745
information architecture, 749-750
performance (speed), 751
promotion, 753
site navigation, 750-751
software, designers, 752
usability, 751-752
Web 1.0 Stage, 450
Web 2.0 Stage
JNJ, 450-451
Kilmer house, 450
Twitter and Facebook, 451
Webstore (storefront)
build, 755-756
description, 61
microsite, 61

requirements and selection, 756-757

tools, 61
Yahoo!, 757
Wells Fargo, 715
Whirlpool Corp, 240
Wi-Fi
access points, 269
Comcast, 269
description, 269, 270
Google, 269
Wireless application protocol (WAP)
bluetooth, 269
description, 268
LTE, 269
PAN, 269
Wi-Fi, 269, 270
WiMAX, 269
WLAN, 269
WMAN, 269
WWAN, 269

Wireless local area network (WLAN), 269
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Wireless mobile computing (mobile computing)

description, 265

hardware and software infrastructure, 265

management system, 271

mobile devices, 265-268

TechTarget Bitpipe, 265

telecommunications networks, 268-271
Wireless sensor networks

description, 289

node, 289

smart items/objects, 290

smart sensor applications, 290
Wireless wide area network (WWAN)

broadest, 269

images, 269
WLAN. See Wireless local area network (WLAN)
WMAN. See Municipal Wi-Fi networks (WMAN)
WMS. See Warehouse management system (WMS)
Worldwide Interoperability for Microwave Access

(WiMAX), 269

World Wide Web Consortium (W3C), 705
Worms

Cisco, 473

host/human activation, 473

macro virus (macro worm), 473

microworms, 473

WWAN. See Wireless wide area network (WWAN)

Y

Yahoo!, 757
Yammer, 373-374
YouTube, 339

zZ
Zombies, 466, 475, 498
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