Part 4

Advanced Protocols

Encryption, hash functions, MACs and signatures are only the most basic of cryptographic
constructions and protocols. We usually think of them as being carried out between a sender and
a receiver who have the same security goals. For example, in encryption both the sender and the
receiver probably wish to keep the message secret from an adversary. In other words the adversary
is assumed to be someone else.

In this section we shall detail a number of more advanced protocols. These are mainly protocols
between two or more people in which the security goals of the different parties could be conflicting,
or different. For example in an electronic election voters want their votes to be secret, yet all parties
want to know that all votes have been counted, and all parties want to ensure against a bad voter
casting too many votes or trying to work out how someone else has voted. Hence, the adversaries
are also the parties in the protocol, not necessarily external entities.

First we focus on secret sharing schemes, which allow a party to share a secret amongst a
number of partners. This has important applications in splitting of secrets into parts which can
then be used in distributed protocols. Then we turn to commitment schemes and oblivious transfer.
These are two types of basic protocols between two parties, in which the parties are assumed to be
mutually untrusting, i.e. the adversary is the person with whom you are performing the protocol.
We then turn to the concept of zero-knowledge proofs. In this chapter we also examine a simple
electronic voting scheme. Finally we look at the subject of secure multi-party computation, which
provides an interesting application of many of our preceding algorithms.
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