
Chapter 19
Representing Uncertainty

Sven Ove Hansson

Abstract Our uncertainty about matters of fact can often be adequately represented
by probabilities, but there are also cases in which we, intuitively speaking, know
too little even to assign meaningful probabilities. In many of these cases, other
formal representations can be used to capture some of the prominent features of
our uncertainty. This is a non-technical overview of some of these representations,
including probability intervals, belief functions, fuzzy sets, credal sets, weighted
credal sets, and second order probabilities.

19.1 Uncertainty in Decisions

Many decisions are difficult because we do not know the effects of our alternatives.
Consider the following examples:

– You have been offered a free two-day hang-gliding course, but you partner is
worried, and says: “You must first find out how dangerous it is.”

– You are tempted to buy a lottery ticket. The top prize would solve all your
financial problems, but the ticket is quite expensive. Should you buy it?

– You are offered to bet on a horse but you do not know its chances.
– The authorities have to decide if a new chemical can be used, but they do not

know what effects it may have on human health and the environment.

In the first two cases it is likely that probabilities can be of some help (but the
decision may still be a very difficult one). In the last two cases it is not obvious that
probabilities can at all be used. Can formal methods nevertheless be used to throw
light on decision problems like these?

The formal representation of uncertainty has mostly been discussed in contexts
of decision-guidance, but the topic is interesting also apart from applications
to decision-making. Formal representations can be used to distinguish between
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different kinds of ignorance or lack of knowledge, and they can also contribute to
our understanding of phenomena such as belief change and conditional beliefs.

19.2 Possibility Sets and Weight Functions

You can be uncertain about various matters, for instance about the state of the world,
how to describe it, what options are available to you in a decision, your evaluation of
various outcomes, and your own moral and philosophical principles. This chapter
is devoted to uncertainty about the state of the world and about the correctness
of our descriptions of it.1 The simplest representation of such uncertainty is what
we may call a possibility set, a set consisting of the alternatives one is uncertain
between. Suppose that I know that either Ann, Bob, or Cai baked the cake, but I do
not know which of them. Then the cake was baked by a member of the possibility
set {Ann, Bob, Cai}.

In many cases, our uncertainty concerns a number, i.e. the value of a numerical
variable. Then the possibility set will be a set of numbers, a numerical possibility
set. In the most common applications, such sets have the form of intervals. Even if
you do not know how much money you have on your account, you may know that
you have between e500 and e1000. Then the number of euros on your account is
an element of [500, 1000], the set of real numbers not lower than 500 and not higher
than 1000. The common rules of arithmetic can be extended to intervals, as outlined
in Box 19.1 and illustrated in the following examples [22, pp. 11–14]:

She has between e1000 and e2000 and he has between e500 and e700.
Thus, together they have between e1500 and e2700, and she has between
e300 and e1500 more than he has.

There will be between 10 and 20 participants in the competition, and each
of them will use between 3 and 5 fishing-rods. Therefore, between 30 and 100
fishing-rods will be used.

Box 19.1 Some rules of interval arithmetic

[a, b] + [c, d] = [a + c, b + d]
[a, b] − [c, d] = [a − d, b − c]
[a, b] × [c, d] = [min(a × c, a × d, b × c, b × d),max(a × c,

a × d, b × c, b × d)]
[a, b] × [c, d] = [a × c, b × d] if a, b, c, and d are all non-negative.

1It is sometimes unclear whether an agent’s uncertainty in a particular matter concerning herself
is attributable to her lack of factual information or to the fact that she has not made some decision
that could have resolved the uncertainty. This type of “ambiguous” uncertainty underlies several
of the well-known decision-theoretical paradoxes [15].
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Possibility sets provide a simple but also very limited form of uncertainty represen-
tation. We often have reasons to differentiate between the elements, and put more
weight on some than on the others. If I know that Cai is very fond of baking, then I
may give more weight to the possibility of her being the baker than to Ann or Bob.
This can be expressed by assigning numbers to each of them. I may for instance
introduce a function f such that f (Ann) = 0.25, f (Bob) = 0.25, and f (Cai) = 0.50.
This is our second major form of uncertainty representation, a weighted possibility
set. It consists of a possibility set and a weight function that assigns a weight to each
of its elements. We will assume that the weights are non-negative and that they add
up to 1.

The weight function is often construed as a probability function. It is important
to recognize that the notion of probability has a precise mathematical definition.
A probability function is a function that satisfies the laws of probability, the laws
obeyed by random events in the real world, such as throws of dice and coins.
These laws are elegantly summarized in the Kolmogorov axioms that are given in
Box 19.2. A mathematical entity that does not satisfy these laws should not be called
“probability”.

There are two major interpretations of probabilities. First, as in Fig. 19.1, we
can think of them as mental entities. In that case, if you assign the probability
1/6 to the dice yielding a six, you make a report on your own state of mind, a
“subjective” probability. Alternatively, as in Fig. 19.2, we can think of probabilities
as properties of the physical world, existing independently of our minds. In that case
your report on the dice is a statement about (tendencies in) the world, an “objective”
probability. These two interpretations lead us to quite different developments in the
representation of uncertainties. Let us begin with the former.

19.3 The Subjective Interpretation

Many proponents of the subjective interpretation are Bayesians. They maintain that
in order to be rational, a person’s subjective degrees of belief have to comply with
the probability axioms. According to this view, rational uncertainty can always be
represented by a probability function. If you are uncertain about whether Bern is
the capital of Switzerland, then there must be some definite probability lower than
1 that you can assign to the statement “Bern is the capital of Switzerland”. For the
Bayesian, uncertainty is just another name of probability.

The major argument for this position is also an argument for the maximization
of expected (i.e. probability-weighted) utility. It can be shown that a person who
does not abide by this decision rule, or whose probability assignments violate the
probability axioms, can have a Dutch book made against her. By this is meant a bet
that she would be sure to lose whatever the outcome of the game would be. (See
Box 19.3.) Since this is irrational behaviour, it can then be concluded that in order
to be rational we should all make our decisions in accordance with a subjective
probability assignment that obeys the axioms [16, pp. 381–382].
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Box 19.2 Axioms for degree-of-belief representations

The Kolmogorov axioms for probability

Let � be the set of all events under consideration. A,B, . . . are sets of
events, i.e. subsets of �. Let p be a function from sets of events to real
numbers. Then p is a probability function if and only if it satisfies the
following three axioms:

1. p(A) ≥ 0 for all A⊆�. (non-negativity)
2. p(�) = 1 (normalization)
3. If A ∩ B = ∅, then p(A ∪ B) = p(A) + p(B). (finite additivity)

The above formulation can only be used if the number of events (elements
of �) is finite. In the more general case, axiom 3 has to be reformulated,
and the following should hold for an infinite series A1, A2, . . . of events
such that no two of them have an element in common:

3’. p(A1 ∪ A2 ∪ . . . ) =
∞∑

n=1

An (additivity)

Axioms for other degree-of-belief representations

Alternative degree-of-belief representations usually satisfy the first two but
not the third of the Kolmogorov axioms. Instead of (3), the belief function
Bel of Dempster-Shafer theory satisfies the following:

4. If A ∩ B = ∅, then Bel(A ∪ B) ≥ Bel(A) + Bel(B). (finite
superadditivity)

In possibility theory, (3) is replaced by the following requirement on the
possibility measure Poss:

5. Poss(A ∪ B) = max(Poss(A), Poss(B))

Importantly, this argument refers to the requirements of rational decision-
making, not those of rational belief. The demands of rational action (practical
rationality) and those of rational belief (theoretical rationality) need not coincide.
Holding certain beliefs may be rational in the sense of furthering the achievement
of practical goals without being rational in the ratiocinative sense. The Dutch book
argument does not tell us what we should believe, only what we should act as
believing.

Apart from that, empirical studies have shown that human behaviour commonly
violates the Kolmogorov axioms [5, 10]. Therefore, if we are looking for a
representation of actual human uncertainty, then we may have good reasons to look
for one that does not satisfy the axioms. And of course, if we are not convinced
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Fig. 19.1 Subjective
probabilities

by the Dutch book argument, then we are free to choose rationality principles for
(decision-guiding) beliefs based on other criteria.

Several numerical representations of subjective degrees of belief have been
presented that are weaker, i.e. require less, than the Kolmogorov axioms. Among
the most important of these are the so-called belief functions of Dempster-Shafer
theory [2, 25]. The characteristic difference between probability functions and belief
functions is that the latter can assign more weight to a set than the sum of what it
assigns to its elements. For an example, consider the two mutually exclusive events
“The Nigerian team will defeat the South African one tomorrow” (N ) and “The
South African team will defeat the Nigerian team tomorrow” (S). First suppose
that your degrees of belief are represented by a probability function p that assigns
the value 0.1 to each of the two events, i.e. p(N) = p(S) = 0.1. It then follows
that p({N, S}) = 0.2, i.e. the probability of either team winning is the sum of the
probabilities of each of them winning. Next, suppose that instead, your degrees of
belief are represented by a belief function Bel, also such that Bel(N) = Bel(S) =
0.1. From this we cannot conclude what the value of Bel({N, S}) is. It may be
equal to 0.2, but it may also be higher, for instance 0.8. This is sensible under some
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Fig. 19.2 Objective
probabilities

interpretations of Bel, since you may have reasons to believe that either N or S will
happen, without having much evidence in favour of either of the two alternatives.

All this has been based on the assumption that the subjective uncertainty that
we intend to represent reflects our lack of knowledge about the physical world.
However, there are also other sources of uncertainty, in particular vagueness and
ambiguities in our language.

ADILAH: Look at him! How would you describe him? Is he bald or not?
MIAHUA: I am inclined to call him bald, but I do not know for sure.

Miahua is not uncertain about what the man’s head looks like, but she is uncertain
about how to use the word “bald”. She may assign weights to the two alternatives,
perhaps 0.6 to “bald” and 0.4 to “not bald”. However, these numbers need not be
interpretable as probabilities. Another option is to interpret them as indicating fuzzy
set membership.
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Box 19.3 An example of a Dutch book

Bob entertains the following beliefs about a dice:

The probability that it yields “1” is 1/6.
The probability that it yields “4” is 1/6.
The probability that it yields “6” is 1/6.
The probability that it yields a prime number is 4/6.

Martha offers Bob the following bets:

If you pay e2 you get e13 if it yields “1”.
If you pay e2 you get e13 if it yields “4”.
If you pay e2 you get e13 if it yields “6”.
If you pay e8 you get e13 if it yields a prime number.

Since Bob believes all these bets to be favourable he accepts them all. As a
result of this, he pays e14, and whatever the outcome of the throw he will
receive e13 back. This is a sure loss, in other words a Dutch book. The
reason for this failure is that his probability assignments do not satisfy the
Kolmogorov axioms. (See Box 19.2.)

In common (“crisp”) set theory, there is always a definite answer to whether or
not an object is an element of a given set. A set can be represented by an indicator
function (membership function, element function). Let μA be the indicator function
of a set A. Then for all x, μA(x) is equal to 1 if x is an element of A, and equal
to 0 if it is not. The function does not take any other value than 0 or 1. In contrast,
the indicator function of a fuzzy set can take any value in the interval [0, 1]. If
μA(x) = .5, then x is “half member” of A, and if μA(x) = .6, then it is somewhat
more member than non-member [28]. Fuzzy sets can be used to represent vagueness,
such as the vagueness that made Miahua uncertain whether the man was bald or not
[26, p. 27]. Fuzzy set membership does not satisfy Kolmogorov’s axiom system.

Possibility theory is a variant of fuzzy set theory in which a function Poss with
the properties of an indicator function replaces the probability function as a measure
of uncertainty [3, 29].

19.4 Credal Sets

Let us return to Fig. 19.2, and to the account of probabilities that treats them as
properties of the physical world. This is an interpretation with a strong intuitive
appeal. Suppose I tell you that the probability that a certain dice will yield a
six is 1/6. You investigate the dice and find that it is loaded and yields a six in
about 1 in 3 throws. When telling me this, you expect me to say “Oh, then I was
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wrong”, rather than “But what I said was right, since I reported a probability, and
probabilities are states of mind”. In cases like these we take probabilities to represent
the (counterfactual) frequency that would be recorded if a similar triggering event
were repeated under similar circumstances a large number of times. The probability
that an atom of Fermium-257 will decay within the next 100 days is close to 0.5.
This is a property of the natural world, not merely a subjective belief.

But things do not end here. If there are objective probabilities, then we can be
(subjectively) uncertain about which these probabilities are. Consider the following
example:

There are two urns in the room. One of them contains 5 red and 95 black balls.
The other contains 95 red and 5 black ones. Someone puts one of the urns −
you do not know which − in front of you and asks: “If you draw a ball from
this urn, what is the probability that it is red?”

A quite natural answer would be “It is either 0.05 or 0.95”. More precisely,
you hesitate between two probability functions, p1 and p2, which differ in the
probabilities they assign to the event (R) that the ball you draw is red. We have
p1(R) = 0.05 and p2(R) = 0.95. Your uncertainty can then be expressed with
the simplest uncertainty representation introduced above, namely a possibility set
{p1, p2}. A possibility set that has probability functions as its elements is called a
credal set ([20]; cf. [4]). This way of representing uncertainty has been favoured
by many philosophers, and also developed in considerable technical detail by
statisticians [1]. As one example of its use, climatologists studying the effects of
climate change on the probability of extreme weather events employ a range of
credible models that generate different probability functions. The outcome of their
calculations can then be expressed as a credal set, containing a range of probability
functions [9].

In many cases, uncertainty about a specific probability can be expressed as a
probability interval. Summarizing the outcomes of climate modelling, we may say
for instance: “Around 2050, the yearly probability of this whole valley being flooded
will be between 1% and 4%.” In general, if we have a credal set {p1, . . . , pn},
then for each event A we can find the minimal probability that it can assign to
an event A, i.e. the lowest value of pk(A) for any pk . This is the lower probability
generated by the credal set, often denoted p(A). The upper probability p(A) is
defined analogously, and together they form the probability interval.

Probability intervals are an intuitively accessible and often quite useful way to
express uncertainties [11]. However, it must be observed that information is lost
when we simplify a credal set {p1, . . . , pn} to the pair 〈p(A), p(A)〉 [27]. Consider
the following example:

A dollar coin has been found among the property of a deceased cardsharp. We
suspect that it may be unfair. We do not know in which direction it would then
be biased, but we know that the most biased coins available to him yield either
heads or tails with a frequency of 90%.

Here, the probability of heads in a single throw can be represented by a credal
set containing all the probability functions assigning probabilities between 0.1 and
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0.9 to heads in a single throw (H ). Therefore, p(H) = 0.1 and p(H) = 0.9. At
first sight it seems as if we can perform further calculations using just p(H) and
p(H). For example, the probability of three heads in a row (HHH ) is anywhere in
the interval [0.001, 0.729], so that the lower limit coincides with (p(H))3 and the

upper with (p(H))3. However, this pattern cannot be generalized. The probability
of getting heads in the first but not in the second throw (HT ) is anywhere in the
interval [0.09, 0.25]. This interval cannot be calculated from p(H) and p(H). In
fact it is not difficult to construct a credal set that has the same values of p(H)

and p(H) but a different value of p(HT ).2 As this example shows, the use of
probability intervals instead of the full credal set is as mathematically precarious
as it is intuitively accessible, and great care must therefore be exercised in the
calculative use of such intervals.

19.5 Weighted Credal Sets

The elements of a credal set may differ in their credibility. To represent these
differences we can assign weights to them, thus obtaining a weighted credal set.
Most commonly, these weights are probabilities, which leads to a model with
probabilities on two levels, as illustrated in Fig. 19.3.

The use of two levels of probabilities (first- and second-order probabilities) has
been put in doubt by philosophers since David Hume [17, pp. 182–183] who have
worried that if we allow for two levels, then there is no way to avert an infinite
regress of higher and higher orders of probability. However, since the two levels in
this model represent different types of entities, the process that took us from the first
to the second level cannot necessarily be repeated. If it cannot, then no such regress
gets started.

Another common criticism is that the two levels of probabilities are unnecessary
since they can always be reduced to one. The following variant of our cardsharp
example can be used to assess that argument:

Among the property of the deceased cardsharp we find a dime that may or
may not be biased. All biased dimes that have been made have either a 0.1 or
a 0.9 probability of heads. Our credal set is {p1, p2, p3}, where p1(H) = 0.1,
p2(H) = 0.5, and p3(H) = 0.9. Furthermore, our subjective probability
function p over the credal set is such that p(p1) = 0.25, p(p2) = 0.5, and
p(p3) = 0.25.

We are now going to throw the dime once. Given all this information, what
probability should we assign to it landing heads? The obvious answer is 0.5. We
obtain this answer by reducing the two levels to one [23, p. 58]. Letting p̂ denote the
resulting reductive probability function we have:

2Let the credal set consist of all probability functions that assign to p(H) a value in either of
the two intervals [0.1, 0.2] and [0.8, 0.9]. Then we still have p(H) = 0.1 and p(H) = 0.9, but
p(HT ) = 0.16.
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Fig. 19.3 Two-levelled
probabilities

p̂(H) = p(p1) × p1(H) + p(p2) × p2(H) + p(p3) × p3(H) = 0.5

At this point, a critic of the two-levelled model might well ask: “So what is the
point? Why all this trouble when you could instead, directly, have assigned the
subjective probability 0.5 to H?” But there is a good answer to that. Suppose that
we also want to know the probability of obtaining three heads in a row when the
coin is tossed thrice. That probability is:

p̂(HHH) = p(p1)×p1(HHH)+p(p2)×p2(HHH)+p(p3)×p3(HHH) = 0.245

which is different from (p̂(H))3 = 0.125. Thus, if we had followed the advice
of the critic we would have obtained the wrong answer to problems involving
iterated tosses of the coin. In order to get the right answer in a one-levelled model
we would have to give up the assumption that the different tosses in a series are
independent events, which is the precondition for deriving the probability of HHH

from that of H in the standard way [13]. Hence, the reduction of two-levelled to
one-levelled probabilities comes at a high price, namely that we cannot treat events
as independent which we intuitively perceive as such. In order to make sense of
the complex world that we live in we have to treat some events as similar but
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independent. This applies to both everyday and scientific reasoning. It is for instance
essential for the conceptualization of a repeatable scientific experiment. Although
two-levelled probabilities can in principle always be reduced to a single level, the
reduced account often has much less explanatory value.

The two-levelled model also has the advantage of providing a lucid account
of how empirical information makes us change our views on objective (physical)
probabilities. Suppose that we throw the above-mentioned coin five times, and get
a series of five heads (HHHHH or in short H 5). This makes us revise p and, in
particular, increase the value of p(p3), but how much? This we can find out with
standard conditionalization on the second level, i.e.

p(p3 | H 5) = p(H 5 | p3) × p(p3)

p(H 5 | p1) × p(p1) + p(H 5 | p2) × p(p2) + p(H 5 | p3) × p(p3)

≈ 0.90

and similarly p(p1 | H 5) ≈ 2 × 10−5 and p(p2 | H 5) ≈ 0.10. We now have
a revised second-level probability function, p( | H 5), which directly gives rise to
a new reductive probability function p̂( | H 5). With its help we can answer the
question “Given what we know after observing H 5, what is now our best estimate
of the probability that a toss of this coin yields heads?” The answer is p̂(H | H 5) ≈
0.86. This reductive conditionalization is of course very different from standard
conditionalization. An ordinary probability function p yields p(H | H 5) = 1 since
given that H 5 took place it is certain that H also took place [13].

The following example illustrates the practical importance of this type of
probability revision:

Two estimates have been made of the probability that a major explosion
will take place in the first year’s operation of a new explosives factory (E).
According to one estimate, that probability is p1(E) = 0.0001, and according
to the other it is p2(E) = 0.01. We believe the former estimate to be much
more reliable than the latter, and we have p(p1) = 0.999 and p(p2) = 0.001.
Hence the (reductive) probability of an explosion is p̂(E) ≈ 0.00011, which
means that we can almost disregard p2.

But after a couple of months a major explosion takes place. We therefore
update our second-level probability and obtain p(p1 | E) ≈ 0.91 and p(p2 |
E) ≈ 0.09. These estimates, rather than the original ones, should be used
for instance when we consider whether to open another factory of exactly the
same type.

Revisions of this type are an essential mechanism for learning from experience. The
change in an epistemic agent’s estimate of the (objective) probability of an event E

that ensues after learning that E has occurred can be used as a numerical measure
of the agent’s uncertainty concerning the probability of E [14].

We have focused in this section on the use of probability functions on the second
level in a two-levelled system. However, proposals have also been made to assign
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weights other than probabilities to credal sets, such as fuzzy sets or other measures
of “epistemic reliability” that do not satisfy the Kolmogorov axioms [7].

19.6 Decision-Making Under Uncertainty

Decision rules for uncertainty can be classified according to the information that
they require about the options that are available to be chosen between.3

Possibility sets. Suppose that for each of the options that we can choose between
we have a possibility set telling us what outcomes can follow, but we know nothing
about the comparative plausibility of these outcomes. In this case we have to base
the decision on the values of the outcomes. The most common decision rule for
this purpose is the maximin rule. It tells us to identify for each option its security
level, i.e. the value of the worst outcome that it can result in. We should then choose
one of the options with the highest security level. According to a variant of this
rule, the leximin rule (lexicographic maximin), if there is more than one alternative
with the highest security level, then the one with the highest second-worst outcome
should be chosen. If there is more than one alternative with the highest value of the
second-worst outcome, then the third-worst outcomes are compared, etc. [24].

The maximin rule is maximally cautious. The other extreme is represented by the
maximax rule according to which we should choose one of the alternatives with the
highest hope level (level of the best outcome). If the values of the outcomes can be
expressed in numbers, then a middle road can be chosen with the help of Hurwicz’s
index. This is a number α between 0 and 1 that expresses the degree of cautiousness
(not the degree of pessimism, although that is how it is usually described). The
recommendation is to choose an option that maximizes the value of

α × min(A) + (1 − α) × max(A)

where min(A) is the security level and max(A) the hope value [18].

Credal set. Given a credal set, we can apply the maximin expected utility rule
(MMEU). Then for each option we have to find the probability function that
gives rise to the lowest expected utility (probability-weighted utility). This is
the probabilistic security level of the option in question. The rule requires that
we choose an option with the highest possible probabilistic security level [6].
An alternative would be to calculate both the probabilistic security level and
the analogous probabilistic hope level, and then apply Hurwicz’s index to find a
compromise between the two.

Weighted credal set. If we have a weighted credal set, then we can calculate
the weighted average of the probabilities, assigning the appropriate weight to each
probability. Each weighted average is then multiplied with the corresponding utility,
in the usual manner of expected utility calculations. If the weights are second-order

3For more information on decision rules, see Chap. 34.

34
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probabilities, then this amounts to using reductive probabilities to calculate expected
utilities. The same method can also be used for weights that do not satisfy the
probability axioms.

Daniel Ellsberg [4] proposed an adjustment of this rule to make it more cautious.
Suppose that we have a measure (such as p̂) that represents the best probability
estimate. We can then weigh it against the probabilistic security level, using an index
of the same type that was proposed by Hurwicz. The resulting value can be described
as a cautionized variant of expected utility.

Hence, even if we have limited information about probabilities, or none at all, formal
representations of uncertainty make it possible to consistently apply decision criteria
such as degrees of cautiousness. But of course, when more information is available,
it is mostly advisable to apply a decision procedure that makes use of it.
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