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Chapter 6
Business Decision-Making and ERM/
COSO

Summary
This chapter presents the details of the business decision-making that is based on 
the managerial accounting regulatory requirements laid out in Enterprise Risk 
Management (ERM). ERM is based on accounting principles developed by COSO 
(the Committee for the Sponsoring Organizations of the Treadway Commission 
that, itself, was created to add internal control requirements such as for the Sarbanes-
Oxley Act of 2002). The overall resource-allocation decision-making is addressed 
under an enterprise-wide system such as the formal concept of “Enterprise Risk 
Management.”

The Key Learning Objectives of this chapter are:
•	 ‘(1) Introduction to Enterprise Risk Management: Introduce the concept of an 

enterprise-wide risk assessment method that “compares everything to every-
thing.” This allows an evaluation of this new risk in relation to all other risks and 
also to determine whether specifically above-defined “risk tolerance.”

•	 ‘(2) Applying ERM to Food Fraud Prevention: Then there are steps to apply the 
enterprise-wide methods specifically to a Food Fraud Vulnerability Assessment 
and to incorporate in a Food Fraud Prevention Strategy.

•	 ‘(3) Implementing an Iterative Process: Finally, there are methods and proce-
dures to implement an iterative process that continually evolves and innovates to 
more efficiently and effectively balance the evolving fraud opportunity in rela-
tion to the enterprise-specific risk tolerance.

On the Food Fraud Prevention Cycle (FFPC), this chapter addresses the “(3) 
Vulnerability Assessments,” with “(4) Risk Rank” that is determined by the “(5) 
Enterprise-Wide Risk Assessment” (Fig. 6.1).
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�Introduction

Overall, businesses are financial entities judged by financial metrics. While the 
main focus of a food company is obviously on the food, ultimately they are a busi-
ness. The first level of regulation and controls are on business functions. There are 
specific and unique requirements for financial reporting. One of those requirements 
is for internal controls to manage and report risks.

Companies produce a product and sell into the markets. Some additional regula-
tions and controls focus on those details. Product-specific regulations would include 
the US Food Safety Modernization Act (FSMA) and the US Food, Drug, and 
Cosmetics Act (FDCA). Market- or trade-related specific regulations would include 
import and export laws such as from the World Trade Organization (WTO), the 
World Customs Organization (WCO), or the likes of the US Customs-Trade 
Partnership Against Terrorism (C-TPAT).

Without this calibration at best you are relying on “someone else” to figure it 
out—and no one probably knows the problem better than you. The basic concepts 
are not private or confidential. These are common business practices that are taught 
in undergraduate university courses.
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Fig. 6.1  Where this chapter applies Food Fraud Prevention Cycle—where this chapter applies to 
the overall concept: “(3) assessments” and “(4) enterprise risk rank.” (Copyright Permission 
Granted) (Spink 2014; Spink et al. 2019)
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�Legal Requirements and “Opportunities”

Beyond the legal requirements, there are certifications or standards compliance to 
consider. For food safety, an example is the Food Safety Management System in the 
Global Food Safety Initiative (GFSI) Guidance Document. While there are specific 
regulatory requirements for financial reporting, there are programs managed by an 
organization such as COSO (Committee of the Sponsoring Organizations of the 
Treadway Commission) who created Enterprise Risk Management (ERM) to 
address US Sarbanes-Oxley Act requirements specifically.

Companies are instructed to implicitly or explicitly create these monitoring sys-
tems by their stakeholders (e.g., owners would include shareholders who put in 
place a Board of Directors to oversee the corporate-level officers). While finance 
and securities laws regulate public companies, even private owners (e.g., individ-
uals, private equity firms, etc.) would also require some oversight and reporting 
mechanism. Investors don’t just give a billion dollars to a company and hope for 
the best—“good luck and see you in a year.” Ultimately all resource-allocation 
decision-making are accountable by the Board of Directors. Whether the frontline 
“business case” is in the same format or not, there is a central decision. Usually, 
there is a conversion of ERM concepts into everyday metrics—you might not be 
aware of your success measures integrated into the ERM system. There are two 
types of considerations to the decision with one being an increase in earnings (rev-
enue) and the other is the cost of operation (operational costs and managing risk). 
From COSO [emphasis added]:

Opportunities: the possibility that an event will occur and positively affect the achieve-
ment of objectives, supporting value creation [increase sales or profit] or preservation 
[reduce risks]. (COSO 2013)

A central enterprise-wide system is the control mechanism. For many companies 
that system is a formal Enterprise Risk Management system. This chapter will intro-
duce business resource-allocation decision-making and how food fraud (and all 
food risks) would fit into an ERM system (Fig. 6.2).

Risks 
(Costs) Opportunities 

(Revenue)

Fig. 6.2  Considerations for resource-allocation decision-making are a balance of increasing rev-
enue and controlling costs

Introduction
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�Key Learning Objective 1: Enterprise-Wide Risk 
Management System

This section reviews the enterprise-wide management systems that connect from 
the frontline tactical resource-allocation decisions to calibrate all the way up to the 
strategic assessment within the “risk appetite” of the owners of the company. 
Whether to meet regulatory compliance—or just competent business practices—
these fully integrated mechanisms exist and are critical for a Food Fraud Prevention 
Strategy.

The section focuses on the basics of Enterprise Risk Management (ERM/COSO).

The Key Learning Objectives of this section are:
•	 (1) An overview of the legal, regulatory requirements for managerial accounting 

practices such as under the US Sarbanes-Oxley Act for Enterprise Risk 
Management (ERM/COSO).

•	 (2) Consider internal controls to harmonize the way separate business units 
assess, report, and manage risks.

•	 (3) Examine the integrated framework that connects and calibrates the separate 
internal control procedures.

�COSO: Regulatory Compliance for Securities and Finance

Fortunately for Food Fraud Prevention, the enterprise-wide management structure 
concepts are already developed and include standards, training, certifications, and 
many case study examples. Whether formally published by COSO or in scholarly 
journals, there are many resources and examples. The key for Food Fraud Prevention 
is to leverage those processes to (1) use refined systems, (2) leverage current and 
already adopted regulatory training and certification, and (3) communicate clearly 
with financial group colleagues.

Regulatory compliance requires “a” process but not explicitly ERM/COSO. The 
requirement is an overall control system. It is important to explain the difference 
between “formal, full ERM regulatory compliance” and “ERM-like” systems. A 
full and formal ERM “compliance” can be extremely costly and resource intensive. 
This would cover all aspects of the corporation and all transactions. The system 
would include a comprehensive and formal audit of all internal controls and the 
integrated framework. An “ERM-like” system can apply the general principles. 
These general principles would integrate with any of the related systems.

From COSO (2013):

Enterprise risk management is a process, effected by an entity’s board of directors, man-
agement and other personnel, applied in strategy setting and across the enterprise, designed 
to identify potential events that may affect the entity, and manage risk to be within its risk 
appetite, to provide reasonable assurance regarding the achievement of entity objectives.

The definition reflects certain fundamental concepts. Enterprise risk management is:
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•	 A process, ongoing and flowing through an entity
•	 Effected by people at every level of an organization
•	 Applied in [during] a strategy setting
•	 Applied across the enterprise, at every level and unit, and includes taking an entity 

level portfolio view of risk
•	 Designed to identify potential events that, if they occur, will affect the entity and to 

manage risk within its risk appetite
•	 Able to provide reasonable assurance to an entity’s management and board of 

directors
•	 Geared to the achievement of objectives in one or more separate but overlapping 

categories.
This enterprise risk management framework is geared to achieving an entity’s objec-

tives, set forth in four categories:
•	 Strategic – high-level goals, aligned with and supporting its mission
•	 Operations – effective and efficient use of its resources
•	 Reporting – reliability of reporting
•	 Compliance – compliance with applicable laws and regulations.

There has been a benefit to assessing Food Fraud Vulnerability within an 
enterprise-wide framework even if there is currently no formal connection or cali-
bration to the corporate-level system was developed or connected. The foundation 
in regulations and standards provides confidence that the Food Fraud Prevention 
Strategy is compatible with, and is compliant with, enterprise-wide regulatory 
financial and security compliance requirements. For example, the food fraud inci-
dents can be reviewed within a Food Fraud Vulnerability Assessment; the results of 
that assessment can be plotted on an unofficial corporate risk map. What is meant 
by “unofficial” is that—even without contact with chief executive officer, chief 
financial officer, chief risk officer (CEO/CFO/CRO), or enterprise risk team—the 
food risk assessors create what is believed to be the risk appetite in terms of very 
high to very low likelihood and consequence. By using the same system as the CEO/
CFO/CRO teams, they can use the assessment. Even if the risk ranks are not corre-
lated between the food fraud assessment and the enterprise-wide system, this is a 
baseline or starting point that can be adapted. For example, the food fraud measures 
of likelihood and consequence can be adapted and then vulnerability assessment 
re-calibrated. If done correctly and thoroughly, the Food Fraud Vulnerability 
Assessment can be directly used in the ERM assessment.

While this may seem very formal and require additional steps, there is usually no 
need for a food safety or food fraud manager to be formally certified or trained in 
full ERM regulatory compliance.

The COSO/ERM concept and components are presented in “the COSO Cube” 
(Fig. 6.3) (COSO 2013).

The components of the COSO Cube include (COSO 2013):

	1.	 Internal Environment
	2.	 Objective Setting
	3.	 Event Identification (re, awareness of a food fraud incident, suspicious activity, 

or identified fraud opportunity)
	4.	 Risk Assessment (re, Food Fraud Vulnerability Assessment)
	5.	 Risk Response (re, Food Fraud Prevention Strategy)

�Key Learning Objective 1: Enterprise-Wide Risk Management System
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	6.	 Control Activities (re, countermeasures and control systems),
	7.	 Information & Communication
	8.	 Monitoring (Re, a control system to continuously evaluate the evolving fraud 

opportunity)

The COSO Cube presents “components of enterprise risk management” in eight 
interrelated management components. This COSO Cube is an effective tool to 
explain this simplicity of connecting a new Food Fraud Vulnerability Assessment 
into the enterprise-wide decision-making system. A new food fraud incident—or 
the first full Food Fraud Vulnerability Assessment—would enter at the star on the 
front of the cube in the “Event Identification” component.

Event Identification: Internal and external events affecting achievement of an entity’s 
objectives must be identified, distinguishing between risks and opportunities. Opportunities 
are channeled back to management’s strategy or objective-setting processes. (COSO 2013)

Now that there is a specific component—or management function—to receive 
information on new “Event Identification,” there is now an “accountable” person 
and also a way to structure the information so it can actually be assessed in relation 
to all other enterprise-wide risks. After “Event Identification” the next step would be 
“risk assessment” and then a “risk response” decision that integrates information to 
and from the other sides of the cube including the four categories of objectives (e.g., 
strategic, operations, reporting, and compliance) and entity unit (e.g., entity-level 
(enterprise-wide), division (or operating company), business unit, and subsidiary.

Fig. 6.3  “COSO Cube” representation of the organization of activities and work functions—the 
“start” point for a new concern at the “strategic” and “event identification” point. (Copyright 
Permission Pending) (COSO 2013)
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Once the “enterprise-wide assessment” is added to the Food Fraud Prevention 
Cycle (FFPC), there is an actual decision-making system to evaluate “how much is 
enough.”

�Internal Controls: ERM and ERM-Like

In the USA, the major push for additional regulations occurred after incidents at 
Enron, WorldCom, and Parmalat. In these examples, investors were defrauded 
which led to bankruptcy costing losses of $62 billion ($700 million of overstated 
profits), $136 billion ($3.8 billion misappropriated), and $20 billion ($17.6 billion 
in hidden losses) (Oppel and Sorkinnov 2001; Romero and Atlas 2002; Boland 
2008). Each company conducted fraudulent operations that circumvented the then 
current audit and control practices. The failures of these companies—among oth-
ers—contributed to the worldwide financial meltdown of 2001. Each of those three 
corporations went bankrupt, and the implications even extended to the corporate 
auditor companies such as Arthur Anderson.

The US securities and finance regulations expanded “internal controls” and an 
“integrated framework” to increase transparency of transactions and accountability 
of the individual leaders and managers. The regulations were successful in the sense 
that company employees have been prosecuted and sent to federal prison. Even if 
there is no prison sentence, most CEO/CFOs would rather not be convicted felons.

It is important to note that even though the regulatory requirement only applies 
to public companies, private and non-US companies usually have implemented 
similar controls.

•	 Internal control: “is a process effected by an entity’s board of directors, man-
agement, and other personnel, designed to provide reasonable assurance regard-
ing the achievement of objectives relating to operations, reporting, and 
compliance” (COSO 2013).

•	 Integrated framework: “The original framework has gained broad acceptance 
and is widely used around the world. It is recognized as a leading framework for 
designing, implementing, and conducting internal control and assessing the 
effectiveness of internal control. […] The Framework will enable organizations 
to effectively and efficiently develop and maintain systems of internal control 
that can enhance the likelihood of achieving the entity’s objectives and adapt to 
changes in the business and operating environments” (COSO 2013).

Other related COSO glossary terms are below (note the similarity and harmoni-
zation with ISO 31000 Risk Management):

•	 “Inherent risk—the risk to an entity in the absence of any action management 
might take to alter either the risk’s likelihood or impact.”

•	 “Residual risk—the remaining risk after management has taken action to alter 
the risk’s likelihood or impact.”

�Key Learning Objective 1: Enterprise-Wide Risk Management System



194

•	 “Risk appetite—the board-based amount of risk a company or another entity is 
willing to accept in pursuit of its mission (or a vision).”

•	 “Risk tolerance—the acceptable variation relative to the achievement of an 
objective.”

Other related COSO concepts that demonstrate the application to Food Fraud 
Prevention include (COSO 2013):

•	 Enhancing risk response decisions: Is a risk tolerable? How do you know? Who 
would dare to let a risk remain in a business operation? ERM provides a way to 
measure and calibrate new or changing risks.

•	 Reducing operational surprises and losses: By creating a system to look at all 
current risks and potential vulnerabilities—and monitor changes—the enterprise 
works to move quickly. An example is that before the subprime lending crisis of 
2007, several financial firms such as Goldman Sachs shifted out of investments 
that eventually crashed (Taleb 2007). With an ERM-type system, the vulnerabili-
ties were evaluated to have increased above their “risk appetite.”

•	 Identifying and managing multiple and cross-enterprise risks: Supporting the 
previous item, the enterprise-wide system helps evaluate a wide variety of risks 
and vulnerabilities within one system. For example, is it a better investment to 
hire two new salespeople or put in a metal detector at a plant? Without an 
enterprise-wide system, these two could not be quantitatively or analytically 
compared.

•	 Seizing opportunities: A company can become crippled if they feel they must 
address every risk. An ERM system helps evaluate the optimal amount of risk 
which frees up resources to pursue new or expanding revenue.

•	 Improving deployment of capital: Building on seizing opportunities, and out-
side the risk management, is creating a general mechanism to evaluate all finan-
cial and capital resource-allocation. New or different measures could be used 
such as value at risk (VaR) or return on capital employed (ROCE).

ERM/COSO is a critical part of Food Fraud Prevention Strategy since it provides 
a frame for assessing the risk, making decisions, integrating with other enterprise-
wide systems, and organizing the activities.

�ERM/COSO: Connect Everything to Everything

The ERM system provides internal controls and an integrated framework to increase 
transparency and accountability. The processes work to “connect everything to 
everything.” Each step in the process reviews the other steps—horizontally across a 
function or vertically from the front line to the board.

It is important to note that even if/when ERM systems are in place, they may not 
be evident to everyone across the enterprise. We have several instances where we 
have heard “we don’t do ERM.” Then later—and sometimes later in the same meet-
ing—someone says “yes we do, we just don’t show you those charts!” The assess-

6  Business Decision-Making and ERM/COSO



195

ment and judgment would be extremely commercially sensitive and actually not 
helpful for day-to-day decision-making for many organizations “as-is.” Also, the 
overall ERM assessment would include a very broad range of risks. For example, a 
food safety group would not provide data or analysis of employee kidnapping 
threats, but that doesn’t mean those risks are not real or important.

In reality, the board-level ERM assessments are comprised of a series of con-
nected measures or activities. The overall ERM charts or questions are reduced to 
specific questions or data requirements from the specific operations or functions. 
Thus, the food safety group probably does provide quarterly statements about food 
safety risks, sometimes even with a requirement for the statement to be notarized. 
These statements feed upwards to a more formal ERM statement. The Sarbanes-
Oxley Act requires a quarterly statement that is referred to as the 10-Q and an annual 
statement in 10-K.

The ERM system would include assessments and audits, and then the assess-
ments and audits, themselves, would occasionally be audited.

The bottom line for the Board of Directors or CEO is that (1) a monitoring pro-
cess is in place, and (2) the process is competently implemented adapted. A formal 
Food Fraud Prevention Strategy is becoming required to meet that compliance goal.

Sidebar: Fraud in Fraud Assessments—Intentionally Over- or 
Underestimation
Reportedly the guru investor Warren Buffett said “don’t ask a barber if you 
need a haircut.” The barber has a vested interest in the outcome of the analy-
sis. The authors of the Freakonomics books would refer to this as the “influ-
ence of incentives” (Levitt and Dubner 2014). The same is understood to be 
for fraud assessments. This is often hard to even comprehend since most 
people think they make rational, fact-based decisions, without emotion or bias 
(see sidebar on “How (Un) Ethical Are you?”).

•	 Overestimate Fraud Opportunity: A manager who is trying to get pro-
moted or grow their group has an incentive or personal benefit to overesti-
mate the fraud opportunity. A higher fraud opportunity would lead to more 
high-profile projects, bigger budget, and more direct report employees to 
supervise.

•	 Underestimate Fraud Opportunity: A manager who is near retirement 
or not looking for more work may underestimate the fraud opportunity not 
to increase their work.

In both cases, the enterprise is at risk. In the first case, the enterprise over-
invests in prevention and has fewer funds to pursue new markets or prod-
ucts—sacrificing revenue-generating opportunities. In the second case, the 
enterprise is exposed to strategic risks.

The internal framework concept includes an awareness of this inherent 
conflict and puts processes in place to calibrate the risk assessments. 
Essentially the internal controls look for fraud in fraud assessments.

�Key Learning Objective 1: Enterprise-Wide Risk Management System
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Sidebar: Detail of an ERM/COSO Corporate Risk Map that Is 
Expanded to Include Both Risks and Opportunities
From COSO publications, the range of risks are presented on a “Combined 
Risk and Opportunity Map” where (Fig. 6.4) (COSO 2012). They state “This 
allows a direct comparison of the highest rated opportunities and risks for 
consideration and prioritization” (COSO 2012). Essentially, the costs of 
reducing risks are balanced with investments that increase revenue. It is 
important to note that the optimal risk level is not “zero risk.” There is an 
important balance between managing operational risk and investing in the 
business.

Illustrative Combined Risk and Opportunity Map Continuum
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Fig. 6.4  ERM/COSO Combined Risk and Opportunity Map with examples. Note: The risks 
above the “risk tolerance” (the general range in red and orange such as point “A”) are either 
reduced or managed (to at least the point “B”). The investments that reduce the risks are balanced 
with the opportunities to increase revenue or profit margin. The revenue-generating opportunities 
include a range from low confidence/low benefit (“C”) to high confidence/high benefit (“D”). 
(Copyright Permission Granted from Committee of Sponsoring Organizations of the Treadway 
Commission (COSO). All rights reserved. Used with permission) (Base adapted from COSO 
(2012) and examples are new)
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These ERM/COSO principles and practices help create a foundation for 
resource-allocation decision-making. Once these are understood and imple-
mented, then the next Food Fraud Vulnerability Assessment results can be 
plotted and determine what are “acceptable” what are “unacceptable.” Without 
this type of method to “connect everything to everything,” then “how much is 
enough” is a guess and does not have a measure of success. The Combined 
Risk and Opportunity Map is important to understand the process for resource-
allocation decision-making. When this is better understood by the risk asses-
sors and risk managers, then more efficient and effective countermeasures and 
control systems can be proposed and selected.

Sidebar: “How Much Is Enough?” and Optimal Risk-Taking
“How much is enough” is often a type of threshold that is calculated within a 
managerial accounting standardized system such as by COSO in their 
Enterprise Risk Management (ERM/COSO) (COSO 2012). COSO explains 
that there is a “sweet spot” of “optimal risk-taking” (Fig. 6.5) (COSO 2012).

From COSO publications, the risks are plotted on a “risk map” or “heat 
map” (Fig. 6.6) (COSO 2012).

From COSO publications, the risks are plotted on a “risk map” or “heat 
map” (COSO 2012).

COSO then provides guidance on how to “assess risk”:

"eulaV
esirpetnnE

detepxE"

Risk Level - <expand 	tle from COSO>

Risk Level

Sweet Spot

Fig. 6.5  An example of the “sweet spot” of the ideal risk tolerance for an enterprise—optimal 
risk-taking with the identification of the “sweet spot.” (Copyright Permission Granted, Committee 
of Sponsoring Organizations of the Treadway Commission (COSO). All rights reserved. Used with 
permission) (Adapted from COSO (2012))

(continued)
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Assessing risks consists of assigning values to each risk and opportunity using the 
defined criteria. This may be accomplished in two stages where an initial screening 
of the risks is performed using qualitative techniques followed by a more quantita-
tive analysis [detailed assessment] of the most important risks. (COSO 2012)

Thus, the decision of “how much is enough” of a risk treatment is sup-
ported by ERM/COSO identification of a “sweet spot” of “optimal risk-
taking” and supported by a presentation on a corporate risk map.
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Fig. 6.6  Adapted from 
COSO, an “illustrative heat 
map” where the dots 
represent a risk and the 
size of the dots represent 
the speed of onset (Note: 
the term impact was 
adapted to the ISO 31000 
terminology of 
consequence)

Sidebar: The Influence of Michael Porter and Corporate Strategy
Michael Porter is considered the “father of corporate strategy.” His major 
work that summarized the overall “Competitive Strategy” was published in 
1984 (this is covered in more detail in the other chapter on Market and 
Competitors) (Porter 1980). This work creates an overall theory to consider 
markets, how companies position products and services, as well as how com-
panies manage or monitor the changing internal and external landscape. His 
follow-up book “Competitive Advantage” provides more focus on imple-
menting the concept to achieve success (Porter 1985).

Key concepts from Porter that support the Food Fraud Prevention Strategy 
include:

•	 Identify the business functions.
•	 Measure and calibrate risks and rewards.
•	 Provide an overall perspective on optimizing decision-making.
Overall, there is an advantage—a strategic advantage as well as effi-

ciency—of considering “fraudsters” or “counterfeiters” as a competitor. The 
fraudsters generally make business decisions based on macro (global-level 
trends) or micro (local or individual attributes) factors that are essentially cor-
porate strategic decision-making. Essentially, the bad guys use the same 
decision-making theory as the good guys.

It is also a strategic decision to mention Porter’s theories since he was a 
guru from the mid-1980s to the end of 1990s. He influenced a lot of business 
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academic thinkers and students. The age of those students would now be in 
their mid-50s to mid-60s and who are probably leading your companies or 
agencies. Since those resource-allocation decision-makers will recognize the 
terminology and theories of Michael Porter, his concepts are an important 
anchor for explaining the food fraud problem.

Sidebar: Information Requirement of How Much Is Enough?
Regarding how much information to gather and how to present the assess-
ment, an important question is “how much is enough”? The answer is as 
much—or little—as the resource-allocation decision-maker needs to make a 
decision. In some cases, they may have enough information to make a deci-
sion then; obviously, no further assessment is needed. Sometimes a simple 
review or story can lead to an instant decision. Since a resource-allocation 
decision often needs more information, to provide more structure to the pro-
cess, there is usually a need for a more systematic review of the proposal.

There were two major theoretical new breakthroughs for Food Fraud 
Prevention that frame the question by examining (1) the root cause (2) the 
decision-making process, which will then define the (3) risk treatment needed.

To address this need and the first step in understanding the root cause, a 
first Food Fraud Prevention innovation was to expand from food science to 
apply the Criminology theory of Situational Crime Prevention. The second 
innovation was to apply managerial accounting and decision sciences to 
understand the process to determine “how much is enough.” Finally, after an 
understanding of the root cause and an awareness of the decision-making pro-
cess, the countermeasure and control system risk treatments can be consid-
ered. To not, a countermeasure or control system could be food authenticity 
testing, market monitoring, enhanced traceability, stronger supplier agree-
ments, expanded investigation and enforcement, and others.

For a wide range of industries, this “last” step of selecting countermea-
sures and control systems was informal, at best, and frequently a random pro-
cess that was a reaction to a single incident. For example, after a counterfeit 
incident or lawsuit, a company might figure they need to do “something,” but 
they do not have a systematic way to identify “how much is enough?” 
Sometimes the decision might be made by the General Counsel to consider 
“how much do we need to do to not look bad?” In other instances, a certain 
budget amount may be allocated such as “spend no more than one million 
dollars.” In both cases, there would not be a systematic approach. There is no 
systematic way to judge what level of effort would be “enough to not look 
bad,” and there was also no real rationale as for why spending one million 
dollars (or whatever) was the optimal resource-allocation.

(continued)
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�Key Learning Objective 2: Applying Enterprise Risk 
Management to Food Fraud Risk

This section reviews the ERM concepts of risk appetite and a corporate risk map 
which creates a theoretical leap for Food Fraud Prevention Strategy (FFPS). Before 
including these concepts, the assessments were stand-alone, not comparable to 
other risks, and that led to decisions that usually either stalled or way over- or 
underinvested.

The Key Learning Objectives of this section are:
•	 (1) Introduce the concept of risk appetite as a measure of a threshold.
•	 (2) Consider the two-stage process for the ERM assessment approach of first an 

initial screening and then a detailed assessment when needed.
•	 (3) Review these concepts in relation to business economic crimes.

�Risk Appetite and Corporate Risk Map

An overarching objective of ERM/COSO is to create an internal framework to con-
sider all risks across the entire enterprise. The goal is to seek and monitor even the 
most unlikely or unknown threats to the business. The overall ERM activity requires 
a center point to support decision-making to “connect everything to everything.” 
Each resource-allocation decision is evaluated with every other decision in relation 
to the financial goals—the financial goals include a “risk appetite” defined by the 
owners through their proxy, the Board of Directors. To note, the “owners” could be 
individuals who own mutual funds or individual stocks in their retirement accounts—
those individuals expect a consistent rate of return and level of risk that they expect 
the Board of Directors to assure. The ERM system evaluates these risks on a “cor-
porate risk map.”

When applying ERM, the problem is presented in a way that it can be sys-
tematically evaluated in relation to other enterprise-wide concerns. Basically, 
ERM helps assess this risk in relation to other risks.

In every—emphasis on “each and every time”—a new incident or problem 
is identified; it should be run through a systematic review that includes:

‘(1) A review of the suspicious activity (such as using the Food Fraud 
Suspicious Activity Report method—FFSAR (Spink et al. 2019)

‘(2) Conduct a vulnerability assessment.
‘(3) Then plot the problem on the corporate risk map.

Until this review is conducted, it is not defined as to whether the problems 
are unacceptable or shifts to outside the risk tolerance.
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While the exact single “corporate risk map” may not exist—or be so commer-
cially sensitive that it is considered extremely confidential and made public or dis-
tributed widely—this is an effective way to present a novel risk such as food fraud.

The most important result of implementing enterprise-wide risk management is 
defining the “risk appetite” and presenting the risks on a “corporate risk map” 
(COSO 2013). Enterprise Risk Management (ERM) is a process to assist resource-
allocation decision-making “…designed to identify potential events that may affect 
the entity, and manage risk to be within the risk appetite, to provide reasonable 
assurance regarding the achievement of entity objectives” (MSU-FFI 2017).

Traditional food safety risk assessors often do not realize that many of the “lim-
its” are actually a qualitative judgment of a vulnerability-defined point. While there 
may be a quantitative measure, the determination of that limit may have been more 
arbitrary. There were defined limits for food safety such as (1) the legal 5-log reduc-
tion or (2) scientifically based appropriate level of protection (ALOP) or appropriate 
level of sanitary protection (ALOSP) (WTO 1995; CODEX 2003) or a defined food 
safety objective (FSO) (Buchanan 2007, 2016). For example, the US FDA Juice 
HACCP guidance requires a 5-log kill step (evidence that there is a manufacturing 
step that reduces the prevalence of pathogens by five orders of magnitudes). Why 
exactly is 5-log required? Is a 4.9-log reduction 100% lethal, and 5.1-log is 100% 
safe? Why not decide on a 4-log or 6-log requirement?

Sidebar: Introduction to Food Risk Assessments
This is an excerpt from the report “Applying Enterprise Risk Management to 
Food Fraud Prevention” (MSU-FFI 2017).

It is essential to review the concept of “risk” and an “optimal level” that is 
referred to as “risk tolerance” or “risk threshold.” Many Food Scientists and 
food safety managers use the term “risk” to define a point of the unacceptable 
or intolerable level. In Codex Alimentarius (CODEX) this is defined as an 
“Appropriate Level Of Protection” or ALOP. More broadly – including by 
statisticians, data scientists, and business decision-makers – risks are not all 
bad; it is usually inefficient or impractical to eliminate all risks. A company or 
agency that is operating with too-little risk is usually inefficient in meeting the 
overall objectives set by its stakeholders. There are situations of “insufficient 
risk-taking” that are the opposite of “excessive risk-taking.” To use US FDA 
terminology, there are “hazards,” and only some of those are “hazards that 
require a preventive control.” From COSO:

The Risk Assessment Process: Within the COSO ERM framework, risk assessment 
follows event identification and precedes risk response. Its purpose is to assess how 
big the risks are, both individually and collectively, in order to focus management’s 
attention on the most important threats and opportunities and to lay the groundwork 
for risk response. Risk assessment is all about measuring and prioritizing risks so 
that risk levels are managed within defined tolerance thresholds without being over-
controlled or forgoing desirable opportunities. (COSO 2012)

(continued)
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This excerpt provided insight on an introduction to risk assessments within the 
ERM/COSO principles.

Fig. 6.7  Example of a quarterly submission 10-Q form (Kellogg Company 2017)

In this COSO report “risk” is used as a negative or positive uncertain out-
come which is different from the traditional food safety concept of an “unac-
ceptable risk” or a “hazard that requires a preventive control.” This ALOP 
threshold could be referred to as an “optimal” level of risk. Several important 
points are:

•	 Not all vulnerabilities are risks
•	 Not all risks are hazards
•	 Not all hazards are the FSMA type “hazards that require a preventive 

control.”

A risk is not always bad, or a negative result but uncontrolled risk-taking is 
unacceptable.

6  Business Decision-Making and ERM/COSO



203

Sidebar: The Sarbanes-Oxley Personal Statements by the CEO and 
CFO
The legal, regulatory document required by the US Securities and Exchange 
Commission referred to as an annual submission is referred to as a “10-K 
form” and a quarterly submission which is a “10-Q form” (see Fig.  6.7) 
(MSU-FFI 2017) citing (Kellogg Company 2017). The submission includes 
personal signed statements by the CEO and CFO for both the 10-Q form and 
Sarbanes-Oxley compliance (see Figs. 6.7 and 6.8). They are legal and formal 
statements publically available that are the base for the required corporate 
“annual report to shareholders.”

The Sarbanes-Oxley requirements are very explicit and, as the signed 10-K 
forms demonstrate, very personal. Your CEO and CFO are held accountable, 
and they, then, hold the businesses accountable. You might argue “that’s not 
my job” or “I thought someone else was doing that,” … however, that’s not 
very convincing. If you are responsible for Food Fraud Prevention compli-
ance, you are responsible for making sure your company addresses all types 
of fraud and for all products.

Fig. 6.8  Signed Sarbanes-Oxley compliance from the CEO (Kellogg Company 2017)
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�Assessments of ERM/COSO Initial Screening and Detailed 
Assessment

As mentioned, ERM is a thorough, precise, and formal method. The COSO princi-
ples are clearly defined and presented in many formal publications. These publica-
tions define a “two-stage process continuum from a quick, qualitative ‘initial 
screening’ which is ‘…followed by a more quantitative analysis of the most impor-
tant risks’ (COSO 2012). The goal of the initial screen, or pre-filter, is to produce a 
quick and simple assessment before additional detailed requirements are defined by 
the resource-allocation decision-maker. In many cases the initial screening may be 
enough for a decision – for the specific decision at hand, the resource-allocation 
decision-maker (e.g., CFO, CRO, CEO, etc. or their proxy) defined the required 
level of accuracy, precision, and certainty.”

The continuum could be from one vulnerability assessment for the entire enter-
prise all the way to the other extreme of one for each supplier/product/manufactur-
ing location (Fig. 6.9).

For even a moderately sized company, they could have 300 suppliers with an 
average of 10 products per supplier and possibly an average of 3 manufacturing 
plants for each product. The most detailed implementation in this company would 
result in conducting an impractical 9000 vulnerability assessments.

It is most efficient to address all types of food fraud at the same time and in the 
same system. The enterprise must address all of these risks. “All types of food fraud 
can result in enterprise-wide risks so an enterprise risk management system must 
cover all types of vulnerabilities. The model developed in this paper addresses the 
unmet need for the first stage referred to here as the Food Fraud Initial Screening 
(FFIS)” (Spink et al. 2016).

While the desired outcome for risk mitigation planning are detailed vulnerability assess-
ments, broader initial screening can make the process much more manageable. Often a 
detailed, by-individual-product assessment is not practical due to the nature of the risk, the 
time allotted, or the detail needed for resource-allocation decision-making. (Spink et al. 
2016)

One Assessment
Enterprise Wide

All Variations in-
between 

One Assessment 
for each Supplier-
Product-Location

Initial Screen Detailed Assessment

Fig. 6.9  Example of the continuum of the two-stage process for ERM risk assessment including 
from one initial screen for the entire enterprise through to one assessment for each supplier-
product-manufacturing plant
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Based on many factors—including the level of risk, cost of countermeasures and 
control systems, and certainty of the incident data, regulatory scrutiny, and vulner-
ability of the end consumer—different levels of assessments may be appropriate for 
different products. For example, “salt” may be able to be addressed with one overall 
initial screen for the entire corporation whereas due to many concerns “iodized salt 
for infant formula” may require a more detailed vulnerability assessment by source 
country, supplier, manufacturing plant, and transportation mode.

�Overview of Business Economic Crimes Including Fraud

It is logical that food fraud, product fraud, and product counterfeiting have not 
been a primary focus of business economic crime or fraud investigations. The nature 
of the food fraud risk and root cause are so different from that of the other types of 
business fraud problems and that the current investigation or auditing fundamentals 
do not apply. A review of the types of business fraud often includes the likes of 
(PWC 2007, 2016):

	1.	 “Asset misappropriation including embezzlement and deception by employees
	2.	 Accounting fraud either to benefit the enterprise or a specific business function
	3.	 Corruption and bribery including racketeering and extortion
	4.	 Money laundering of a wide range of revenues
	5.	 IP infringement (a general category for Intellectual Property related issues) 

including trademarks, patents, counterfeit products and services, industrial espi-
onage, etc.”

The first four would be investigated using forensic accounting and forensic 
audits. The investigation processes for these four are traditional accounting audits, 
whereas the fifth requires completely different activities, expertise, and skills. The 
fifth is a catch-all category for all intellectual property infringement beyond trade-
mark and patent where the investigation would include market monitoring, field 
investigations, or other analysis.

The first four types of business fraud generally occur within the company or at 
least at their facilities. The audits would occur inside those proprietary known 
locations or on those known computer systems. The fifth category of incidents prob-
ably occurs outside the company facilities and proprietary computer systems.

Also, the first four occur on a relatively frequent basis, and the methods of 
responses are very similar. Known assessment methods or standard operating pro-
cedures could be used to investigate the incidents. For the fifth, there sometimes 
appears to be as many types of fraud incidents as there are fraudsters.

Finally, for the first four, there is a lot of research, data, and analysis of the quan-
titative, analytical assessment of how much occurs. There are specific methods to 
analyze the extent of the economic impact. For the fifth, the losses are often unknown 
and possibly unknowable. There is even debate on the confidence in estimates of the 
economic impact of counterfeiting and piracy, see OECD (2007). Also, there is 
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uncertainty as to how much an IP infringement actually costs the company. There is 
reduced legal liability if someone is injured—as long as the offending product can 
be confirmed a counterfeit. Also, even lost sales are hard to quantify since abnor-
mally low prices attract some buyers (e.g., a bulk product “near expiration” and 
“selling at a deep discount”) or some consumers actually seek counterfeit products 
(e.g., fake luxury goods).

�How (Un-)Ethical Are You?

What a question. This was the title of a 2003 Harvard Business Review article by 
Max Bazerman. The article essentially reviews and defines how we are not aware of 
our own sources of bias. This is an essential concept for Food Fraud Vulnerability 
Assessments. Our own “sources of bias” severely endanger our objectivity when 
conducting risk assessments.

Key biases that cloud our judgment include:

•	 “The illusion of objectivity”: we believe that what we know is right and objec-
tive. If you’ve been in “food safety” for a “long time,” then you think you’ve seen 
everything. Regarding food fraud, an example is an analytical chemist trying to 
conduct an authenticity test on stolen goods. Stolen goods are illegal, unfit for 
commerce, subject to a recall, could be mishandled, and become a health hazard, 
and they are a major concern for a company. That said, an authenticity test would 
only confirm the product is authentic but nothing about being stolen.

•	 “Lack of awareness”: Combining the previous concepts, we frequently find a 
lack of awareness of the business process from other operations or divisions. We 
frequently heard “we don’t do ERM” only to hear later—sometimes years—“oh, 
we have an ERM manager.”

•	 “Narrow focus”: “It’s not my problem.” Business is busy enough that we don’t 
need to go looking for work… or, we don’t want to go looking for more work. 
When new concepts are presented, there is often a belief that “someone else must 
be addressing this.” Or “if we don’t have a process, then it must not be important.”

Early in the development of Food Fraud Prevention as a separate research con-
cept, there were repeated statements that the FDA 2009 definition of “economically 
motivated adulteration” already covered everything. Also, there was a belief that the 
Food, Drug, and Cosmetics Act already covered everything in the “Adulterated 
Foods” and the “Misbranded Foods” sections. There is a difference between all 
types of food fraud being illegal and the regulations promoting a preventive 
approach. There is a difference between addressing the food safety health hazards 
that result versus addressing all food fraud vulnerabilities.

When applying the FDA EMA working definition in relation to the FDCA defini-
tion of what was actually illegal, there were three revelations occurred:

•	 (1) Economically motivated “adulteration” (a “substance” only) was different 
from “adulterated” as defined in the FDCA Adulterated Foods section (any prob-
lem including spoilage of genuine product or stolen goods).
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•	 (2) The food adulteration laws administered by FDA prioritized on health haz-
ards and did not consider unique root causes that could be addressed with a pre-
ventive control.

•	 ‘(3) The laws and regulations were focused on compliance and not prevention (of 
course, increased compliance or enforcement penalties had a secondary motiva-
tion to persuade companies to prevent).

Building on the Bazerman concepts are “confirmatory bias” and “trust-bias.”

•	 “Confirmatory bias”—We seek confirmation for our beliefs… then we often 
conduct no more additional research. Once we find one article or report that sup-
ports our view, then we feel we’ve “researched” it.

The application to food fraud is that when other researchers or risk assessors 
heard those statements that “everything is already covered,” they stopped looking 
and thinking… done and now move on to the next thing.

•	 “Truth bias” or “Truthiness”—We trust the people we know (Levine et  al. 
1999; Alba and Hutchinson 2000; Lapinski and Levine 2000; Park et al. 2002; 
Skurnik et al. 2005; Levine 2014; Levine et al. 2014; Van Swol et al. 2015). Or, to 
consider it from another perspective, when we’ve had a long history of experience 
with someone, then we feel we have no reason to mistrust the people we know. 
We trust people whom we know, are familiar with, and have interacted with for a 
long time. We can’t imagine we would cheat people we know, so we project that 
value system on other people who are around us. There is a comfort in the known. 
We aren’t aware of a problem so everything must be ok. Right? Also, there is a 
danger or risk of finding out that our present decisions have been sloppy, danger-
ous, or incompetent. We don’t seek problems especially when they could hurt us.

Thus, understanding how and why there is bias, we can present new risks such as 
food fraud into a frame that can be understood and directly addressed. It is impor-
tant to understand not only how other people behave and abuse trust but also in how 
we are biased in our own assessments. This is extremely complex. To reduce the 
complexity, it is efficient to “take morals and ethics out of the equation” and only 
focus on the “fraud opportunity.” Regardless of the environment or the adversaries, 
“if there’s a fraud opportunity then there’s a fraud opportunity.” Considering this 
human nature and our biases can help shift focus to very effective and efficient risk 
treatments that are in control of the guardians (for more on guardians and guardian-
ship, see the chapter on Criminology).

�Key Learning Objective 3: Iterative Process or Mitigating 
Food Fraud Risk Using ERM

This section reviews the interdisciplinary nature of prevention by considering how 
the fraud opportunity is created and the many academic disciplines that help under-
stand the selection of optimal countermeasures and control systems.
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The Key Learning Objectives of this section are:
•	 (1) Detail of ERM by a further review of the COSO Cube
•	 (2) Integrating ERM concepts into quality assurance and food safety standard 

operating procedures
•	 (3) Examples of applying ERM to Food Fraud Prevention resource-allocation 

decisions

�COSO Cube in Detail

COSO has presented the ERM concepts in what is referred to as the “COSO Cube” 
(above, see Fig. 6.3). This is a way to explain how all the control activities interre-
late. This is also a visual representation of the process to explain how food fraud 
assessments and reporting is connected with the enterprise. This is a clear way to 
explain how the overall processes fit together.

For Food Fraud Prevention, the COSO Cube provides a visual identification of 
where and how the Food Fraud Vulnerability Assessment fits into the overall, 
enterprise-wide assessment. The “risk assessment” entry point is a place for the new 
assessment to be correlated and calibrated with other enterprise-wide risks. The 
ERM system can provide a structure and process for assessing the new risk in a way 
that it can be seamlessly integrated into the overall enterprise-wide decision-making 
system.

The original COSO Cube was 3 × 5 (and later expanded to 4 × 8) and included 
three sides: front, top, and side (COSO 2013):

•	 Front: The front consists of the control environment, risk assessment, control 
activities, information and communication, and monitoring activities. These are 
five separate processes that create an interconnected hierarchy. For Food Fraud 
Prevention, the entry point is at the risk assessment.

•	 Top: The top consists of operations, reporting, and compliance. These are three 
separate activities. For Food Fraud Prevention, this would remain in the risk 
assessment/reporting cell.

•	 Side: The side expands across the enterprise from an entity (corporation), divi-
sion, operating unit, and function. For Food Fraud Prevention, until the overall 
Food Fraud Prevention Strategy is developed and implemented, the focus is on 
the strategic and entity-level. In many cases and unless there are some local 
anomalies, an entity-level Food Fraud Vulnerability Assessment (FFVA) is 
acceptable for each level of the entity.

When considering the overall concept of the COSO Cube, next there is a consid-
eration of the relationship between objectives and components.

A direct relationship exists between objectives, components, and the organiza-
tional structure of the entity. Although they are not actually noted on the cube, these 
are fundamental concepts that explain the working of the cube.
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•	 Objectives: The three categories of objectives—operations, reporting, and com-
pliance—are represented by the columns. These are what an entity strives to 
achieve.

•	 Components: The rows represent the eight components: Control environment, 
risk assessment, control activities, information and communication, and moni-
toring activities. These represent what is required to achieve the objectives.

•	 Structure: The third dimension represents an entity’s organizational structure: 
Entity level, division, operation, and function.

Sidebar: Integrated Framework Between the Organizational Structure
The “internal controls” are the process to review, manage, and communicate 
risks. The “integrated framework” is the process for each level of the organi-
zation to calibrate and coordinate the internal controls (Fig. 6.10).

How this report can be used depends on the roles of the interested parties 
(COSO 2013) (emphasis added for “accountable” and “responsible” 
persons):

•	 The Board of Directors—“The board should discuss with senior manage-
ment the state of the entity’s system of internal control and provide over-
sight as needed. Senior management is accountable for internal control and 
to the board of directors, and the board needs to establish policies and 
expectations of how members should provide oversight of the entity’s 

Board

C-Suite: CEO, 
CFO, CRO

Senior 
Management

Other 
Management

Associations, 
Academics, 

Consultants, Other

Internal 
Auditors

External 
Auditors

“Accountable” for 
making sure the internal 
controls are in place and 

effective

Integrated 
Framework

“Responsible” for 
implementing the
internal controls

Fig. 6.10  Relationship between the internal controls (within business functions) and integrated 
framework (between functions)

(continued)
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internal control.” Also, “The board should challenge management and ask 
the tough questions, as necessary, and seek input and support from internal 
auditors, external auditors, and others.”

•	 Senior Management (including C-suite of CEO, CFO, CRO, or their rep-
resentatives or proxies): “Senior management should assess the entity’s 
system of Internal Controls in relation to the Integrated Framework, focus-
ing on how the organisation applies the seventeen [ERM] principles in 
support of the components of internal control.”

•	 Other Management and Personnel: “Managers and other personnel… 
should consider how they are conducting their responsibilities in light of 
the Integrated Framework and discuss with [other] senior personnel ideas 
for strengthening Internal Controls. More specifically they should consider 
how existing controls affect the relevant principles within the components 
of Internal controls [presented in the COSO Cube]” (COSO 2013).

•	 Internal Auditors [1st- or 2nd-party auditors]: “Internal auditors should 
review their internal audit plans and how they applied the 1992 edition of 
the framework. Internal auditors also should review in detail the changes 
made to this version and consider possible implications of those changes 
on audit plans, evaluations, and any reporting on the entity’s system of 
internal control” (COSO 2013).

•	 Independent Auditors [2nd- or 3rd-party auditors]: “In some jurisdic-
tions [such as for GFSI related certification], an independent auditor is 
engaged to audit or examine the effectiveness of the client’s Internal 
Controls over financial reporting in addition to auditing the entity’s finan-
cial statements. Auditors can assess the entity’s system of Internal Controls 
in relation to the Integrated Framework, focusing on how the organization 
has selected, developed, and deployed controls that affect the principles 
within the components of Internal Controls. Auditors, similar to manage-
ment, may use the Illustrative Tools as part of this evaluation of the overall 
effectiveness of the entity’s system of internal control” (COSO 2013).

•	 Other Professional Organizations and Educators/Academia:

–– Other Professional Organizations: “Other professional organizations 
providing guidance on operations, reporting, and compliance may con-
sider their standards and guidance in comparison to the Integrated 
Framework” (COSO 2013).

–– Educators/Academia: “With the presumption that the Integrated 
Framework attains broad acceptance, its concepts and terms should find 
their way into university curricula” (COSO 2013).

Each of the interested parties has a role in the further development of inter-
nal controls as well as the strengthening of the integrated framework. Each 
interested party has a role in holding the other parties accountable for their 
responsibilities.
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�Integration with Standard Operating Procedures 
and Terminology

When presenting a new concept or theory, it is most efficient to anchor or root the 
resource-allocation decision-maker to some known and accepted concept. For 
example, if Food Fraud Prevention is presented as:

•	 “HACCP but for Food Fraud Prevention called vulnerability and VACCP.”
•	 “This is just ERM but applied to Food Fraud Prevention.”
•	 “It’s basically total quality management or Six Sigma applied to Food Fraud 

Prevention.”
•	 “We identify CCPs (critical control points), but instead of measuring oven tem-

peratures for HACCP, we’re verifying correct shipping documents for VACCP.”

Explain Food Fraud Prevention by comparing it with a procedure or example 
they already know, understand, and trust. Using these types of explanations, some-
one not familiar with food fraud can have a clear vision and mental anchor of under-
standing from a comparison to a familiar and successful standard operating 
procedure. There is a reduced concern because new systems are not being devel-
oped. There is a reduced concern about an organization’s adoption of new or differ-
ent required procedures. At this point, the Food Fraud Prevention concepts have 
been presented in terms of common, implemented, widely accepted, and successful 
programs. Food Fraud Prevention research leveraged these concepts when forming 
the methods and processes.

It is just as important for a government agency to define their prevention 
actions in business terms since the concepts have been well researched, but also 
decision-makers or industry will be familiar with the methods. To note, many of 
the evaluators or critics of a government may be from the business world, so using 
business terms and methods is an efficient way to explain the functionality of the 
programs. A total quality management system or internal control framework is 
applicable to a government. The government agency does have a challenge that 
many of the final metrics are the social good (of course they must remain within 
budget, but success is ultimately a social measure such as “public health”) versus 
clearly financial (e.g., return on capital employed, dividend amount, share price, 
or net profit).

A first important standard operating procedure is a quality management system. 
Initially, this was developed by Deming, Crosby, Juran, and others through total 
quality management, to now a Six Sigma-type program. This creates a framework—
while keeping an eye on final performance—to shift focus to processes and systems 
that are the root cause of anomalies that could lead to a nonconformance. A version 
of quality management tailored for the food industry is the hazard analysis and criti-
cal control point plan (HACCP). The application is focused on identifying a critical 
control point (CCP)—e.g., a refrigerator staying at an appropriate and constant tem-
perature—rather than just “is there a dangerous pathogen in the finished product.” 
Expanding to focus on the controls, business adapted to create what ERM/COSO 
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defines as an “Internal Controls-Integrated Framework.” The application is 
checking—and cross-checking—that the right controls are in place and they are 
properly implemented.

The goal is to present Food Fraud Prevention in a way that the thought is “oh, this 
isn’t really anything new. This is just expanding our current program to address this 
new topic.”

�Decision-Making Examples to Find the Ideal Scenario

There is a continuum of the types of risk assessments from operational risk (e.g., tac-
tical, quantitative, and expressed in “return on investment”) and enterprise-wide risk 
(e.g., strategic, qualitative, and expressed as “vulnerability” and success is measured 
by reducing below the “risk tolerance”) (Fig. 6.11). The operational risks that are 
tactical usually impact a specific group, product, or manufacturing plant and could 
impact the operation, though probably not put the entire enterprise as risk—there is 
usually a finite sample size that could often be 100% inspected (see other content on 
strategic and tactical actions), for example, metal shavings found in a packaged food 
product at the end of a manufacturing package fill line. If needed, the entire produc-
tion lot could be set aside and tested with metal detectors. 100% inspection could 
be conducted. The enterprise-wide risks are strategic in the sense that they could 

Fig. 6.11  Enterprise Risk Management Continuum from operational risk. (Copyright Permission 
Granted) (Spink 2009)
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impact the entire enterprise and could be catastrophic could impact the entire 
company’s brand, across the entire market, and could occur anywhere in the world, 
for example, the overall product counterfeiting threat. Assessing the risk or preva-
lence is extremely difficult because the sample population would be anywhere the 
product is sold anywhere in the world, including on the Internet and in illicit markets.

There is a continuum from the very specific and local event such as the metal 
shavings to the global event completely outside the legitimate supply chain. An 
example is assessing shoplifting losses in a retail store. Assessing the risk could 
include a physical inventory of the store, but it would not consider employee theft, 
incorrectly rung-up goods at the cash register, a damaged product that was destroyed 
but not recorded, or a product that was actually never received. This will be explained 
in more detail next in the example provided.

�Example of Resource-Allocation Decision-Making with How to Measure 
Success

To provide an example of the different types of risks, several scenarios are pre-
sented. These examples span the continuum of operational/tactical to enterprise 
risk/strategic.

Metal Shavings

	1.	 Incident: An incident is known with 100% certainty. If an incident occurs, then 
there is evidence there have been actual metal shavings in the finished products.

	2.	 Scale: The inventory can be checked to approach 100% certainty. Each package 
could be tested.

	3.	 Cost of nonconformance: This can be defined with certainty due to the cost of a 
recall, product disposal, and related costs, e.g., $4 million.

	4.	 Cost of risk treatment: This is a “known” based on what countermeasure is 
selected, e.g., $1 million to purchase metal detectors.

	5.	 How to measure success: Use the metal detectors. Create a process to calibrate, 
and make sure the metal detectors are used, e.g., high confidence if purchases 
quality equipment.

	6.	 Confidence in the risk treatment: Create a process to calibrate, and make sure the 
metal detectors are used, e.g., high confidence if the operations are in control.

	7.	 Financial assessment: In this case, an actual “return on investment” can be used. 
The very high-confidence savings (actually reducing in the loss of earnings—
operations cannot be profit centers) of $1.5 million investment compared to the 
cost of $1 million will give an instant and—for a return of 1.5:1—a low rate of 
return but near 100% confidence in the return.

	8.	 Conclusion: Unless there are other pressing issues or business opportunities, 
this payback within 1 year would lead to a “yes” resource-allocation decision. 
This is a payback project within the year.
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Retail Shoplifting

	1.	 Incident: There are probably reported and recorded incidents. The loss of inven-
tory has many other root causes why a product may not be physically in the store. 
Other assessments or countermeasures and control systems may be needed for 
other issues such as employee theft. One assessment or countermeasure will not 
address the entire issue.

	2.	 Scale: The inventory can be checked to approach 100% certainty but, again, not 
complete.

	3.	 Cost of nonconformance: For the loss of inventory—though not only shoplift-
ing—this can be defined with certainty due to the financial and inventory sys-
tems. Industry-wide, shoplifting—or “leakage”—is estimated to equate to 3% of 
corporate revenue, and so even industry-leading levels of shoplifting may be an 
additional 2% for a total of 5% of sales. For the last Fortune 500 company, with 
$500 million in revenue, this could be $10 million. Even if there are credits from 
the supplier or other offsets such as some type of insurance, every product that is 
stolen is lost revenue. That $10 million loss would be much higher than the metal 
shavings loss.

	4.	 Cost of risk treatment: This is a “known” based on what countermeasure is 
selected. A $500 million retailer might have ten locations that each would be 
addressed, for example, $3 million for additional electronic article surveillance 
system upgrade.

	5.	 How to measure success: Monitor the shoplifting alert, or capture and continue 
to count the inventory. Both of these will be very certain.

	6.	 Confidence in the risk treatment: For shoplifting, the measures will provide high 
certainty but not for all inventory losses (unless the losses are almost or com-
pletely eliminated). For example, there is high confidence that the loss is from 
shoplifting, but only time will tell if that is the actual root cause of the problem.

	7.	 Financial assessment: This will only become high confidence after imple-
menting the system and measuring over time. So for resource-allocation 
decision-making, this financial benefit is uncertain.

	8.	 Conclusion: There could be a 50% confidence in the risk treatment reducing the 
$10 million loss by implementing the $4 million system for a return of 10:4 with 
a 50% confidence.

Product Counterfeiting

	1.	 Incident: An incident is known with a near 100% certainty—if you find a coun-
terfeit product, then you know it is occurring. The data collection could either be 
reactionary (what people send you) or proactive (which could expand to seeking 
counterfeit product even in markets where there have been no past known 
incidents).

	2.	 Scale: The scale is unknown and probably unknowable (Spink and Fejes 2012). 
If the OECD economic impact of counterfeiting estimate is used, then 5–7% of 
global sales could be lost to counterfeiting. For the last Fortune 500 company, 
with revenue of $500 million, that could be $25–35 million. Different industries 
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differ, so the estimate could be higher or lower. There is also a variable of whether 
there are deceptive or non-deceptive counterfeits. A deceptive counterfeit would 
be a 100% loss of a genuine product sale if there would not be any other 
replacement product (e.g., not finding a $50 pair of pants that usually retail for 
$200 may not lead to the consumer purchase the $200 genuine product; the con-
sumer may opt for a $60 pair of discount pants—for more see (USITC 1988)). 
The economic impact of counterfeiting could really be defined as a broad range 
of possible financial impacts with a very low certainty of the actual dollar cost. 
It is known that it is occurring and that the corporation is incurring some costs. 
The most certain costs are the cost of lawsuits or anti-counterfeit countermea-
sures and investigations.

	3.	 Cost of nonconformance: One counterfeit incident can lead to a worldwide recall 
and massive loss of brand equity. The estimate of “5–7%” loss could be for just 
one incident if that incident was significant. Thus the loss could probably be 
from $10 to $250 million per year, but let’s use a very conservative $50 million 
here.

	4.	 Cost of risk treatment: This is a “known” based on what countermeasure is 
selected—actually probably multiple countermeasures and control systems. For 
example, let’s use a high $20 million for various countermeasures and control 
systems.

	5.	 How to measure success: This is more complex since a primary source of esti-
mating the impact is by conducting in-market inspections… all around the world, 
including in illicit markets. Conducting market monitoring in dangerous coun-
tries or marketplaces increases the liability risk and danger to the investigators. 
Basic food safety inspectors are not trained—or have the liability insurance—to 
engage criminals in situations where there could be physical violence. To start, 
increased surveillance would add to the cost. The countermeasures and control 
systems need to be continually updated to stay ahead of the evolving counterfeit-
ers, so there are additional management costs.

	6.	 Confidence in the risk treatment: The counterfeiters continue to evolve—e.g., 
possibly shift their focus from counterfeiting to stolen goods—so the overall 
enterprise risk reduction is difficult if not impossible to assess. Market investiga-
tions can determine whether some counterfeiters have been deterred, e.g., 
there is a low confidence—high uncertainty, many unknowns, and difficulty in 
data collection—in the countermeasures and control systems.

	7.	 Financial assessment: In this case, if an actual “return on investment” can be 
developed, the uncertainty would be so high that the resource-allocation decision-
maker would run out of money by funding other projects before selecting this 
low certainty, high-cost project.

	8.	 Conclusion: There would be a very low confidence (30%?) in reducing the coun-
terfeit product in half from $100 to $50 million in losses with a cost of $20 mil-
lion for a return of 50:20 with a maximum of a 30% certainty.

When reviewing the details presented here, the CFO would instantly approve the 
metal shavings project, approve getting more detailed proposals for the shoplifting 
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countermeasures and control systems, and then possibly work with their General 
Counsel to determine “how little they can do” to address the counterfeit product. In 
all seriousness, the General Counsel and CFO then would assess the corporate risk 
appetite. These could use ERM/COSO type processes to define and defend “how 
much is enough.”

�Conclusion

When there is a new or novel incident, the response and responsibility are naturally 
assigned to an “intervention” stage activity (referring to the prevention-intervention-
response plan). For example, when a contaminant in a health hazard was found in 
pet food, the intervention was to detect the contaminant that was causing harm. The 
next effort would be to implement actions to remove the contaminated product from 
the marketplace. A final activity may be to implement incoming goods’ contaminant 
testing to try to prevent the additional fraudulent product from reentering the opera-
tions. This is a traditional food safety intervention, and often the proactive next 
step—of reducing the fraud opportunity—is not taken. The need to implement the 
last prevention step is often not done; for one, there is usually a regulatory definition 
of the “appropriate level of protection” or the scientifically measurable point of 
what is unacceptable. Waiting to respond after an incident is not proactive. Unlike 
for food safety and an adversary such as E. coli, for Food Fraud Prevention, the 
adversary is a human. This human behavior is studied within the field of social sci-
ence and criminology. While studying the motivation of the adversary is the root 
cause, it does not include setting the limit. And in the absence of a regulatory or 
standards set unacceptable level, this is not a determination of the risk tolerance. 
The first conclusion is that business decision-making is a separate activity and dis-
cipline where systems are already usually in place including Enterprise Risk 
Management COSO. There are millions of theories or basic methods in the world, 
so the challenge is identifying what is applicable and adapting the response to a 
unique problem. Specific incidents are reviewed to refine and reassess the applica-
tion continually. The second conclusion is that ERM-type systems can be adapted to 
create an efficient and straightforward application to Food Fraud Prevention. Once 
a general system is established, then there is a need for a standard operating proce-
dure that both creates efficiency in the process and also continually monitor and 
evaluate the efficiency of the system. The final conclusion is that there is a need here 
based on ERM/COSO, for common internal controls paired with an evaluation sys-
tem such as an integrated framework. There is a saying:

Connect everything to everything – evaluate this new risk or vulnerability in relation to 
all other enterprise-wide problems in relation to the overall risk tolerance.

“We need to do ‘more’” or “you should do ‘more’” is not a business case. “This is really 
bad” is also not an assessment that can be compared. At worst you are not being proactive 
or providing the resource-allocation decision-makers with the information they need.
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�Appendix: WIIFM Chapter on Business and ERM

This “What’s In It For Me” (WIFFM) section explains why this chapter is important 
to you.

Business 
functional group Application of this chapter

WIIFM all ERM/COSO is very logical and provides a common language for enterprise-
wide, top-to-bottom risk communication, and decision-making

Quality team This chapter presents the widely adopted and very thorough COSO-based, 
ERM-type process that will be a foundation for “how much is enough?”

Auditors The overall concepts provided ERM awareness and how it is implemented 
within the auditee organization

Management This ERM overview will help with communication upwards into the 
organization and to the C-suite—you may want to apply it to all your 
business risk and decisions

Corp. 
decision-makers

Expect the front line and managers to be able to speak the language or risk 
and ERM/COSOs

�Appendix: Study Questions

This section includes study questions based on the Key Learning Objectives in this 
chapter:

	1.	 Discussion Question

	(a)	 Who defines the “risk tolerance” in a properly or improperly managed 
system?

	(b)	 What is the regulatory foundation for business decision-making and deter-
mining an acceptable risk tolerance?

	(c)	 How does a food fraud versus a food safety incident impact the risk toler-
ance and ERM-based decision-making?

	2.	 Key Learning Objective 1

	(a)	 What is “Sarbanes-Oxley”?
	(b)	 Who is required by law to comply with Sarbanes-Oxley?
	(c)	 When Sarbanes-Oxley may not be a legal requirement, what systems are in 

place to manage risk and risk tolerance for a company?

	3.	 Key Learning Objective 2

	(a)	 What is a “corporate risk map” or “risk heat map”?
	(b)	 How does a CFO decide if a risk or vulnerability is so bad it must be reduced 

(or disclosed to investors)?
	(c)	 What is the most challenging aspect of applying ERM to FF?

 � Appendix: Study Questions
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	4.	 Key Learning Objective 3

	(a)	 What is a “2nd”- and “3rd”-party auditor?
	(b)	 What is the COSO Cube?
	(c)	 Where does a food fraud incident enter the COSO Cube, and who does the 

review advance?
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